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Introduction

Introduction

Thank you for purchasing the AGM Universal WEB Station (UWS). The AGM Universal WEB
Station provides a variety of cost effective data acquisition and control configuration possibilities.
This manual covers installation and setup of the more commonly used configurations. Depending
on the firmware installed in the UWS not all features covered in this manual will be available.
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Reset Indicator -Power +RS485 X4 = Transmit.
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UWS Connections
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Introduction

Overview

The AGM Series 7000 UWS is a universal communications interface tool for normalizing and
simplifying connectivity to field data. It is available for general purpose data translation or with
application specific firmware.

Application specific firmware variations of the UWS have additional protocols or features not
available with the standard UWS firmware. Application specific firmware may not contain all
features of the general purpose firmware.

General Purpose UWS

The general purpose firmware version of the UWS translates standard device interface protocols
like ASCII ModBus, RTU ModBus, TCP/IP ModBus and Allen-Bradley DF1 Half-Duplex protocols.
For the ASCII, RTU ModBus and DF1 protocols the UWS will perform as either a Master or Slave
device. TCP/IP ModBus is available only as a Slave.

It includes an addressable mini-server that “serves” WEB pages, sends E-Mails, and
accommodates uploading of remotely logged data.

The UWS may be used with a serial printer to print out values obtained from a ModBus or DF1
device.

Data-Command Application Specific UWS

The Data-Command firmware version of the UWS translates one of the standard device interface
protocols such as ASCIl ModBus, RTU ModBus, TCP/IP ModBus and Allen-Bradley DF1 Half-
Duplex protocols into the 16 analog and 32 discrete variables used by the Data-Command web
site. For the ASCII, RTU ModBus and DF1 protocols the UWS will perform as either a Master or
Slave device. TCP/IP ModBus is available only as a Slave. Only one protocol is translated in the
Data-Command firmware version.

The Data-Command version includes an addressable mini-server that “serves” WEB pages for
configuration of the UWS. Unlike the general purpose UWS, custom web pages and E-Mail are not
supported.

Theory of Operation and Construction

The heart of the UWS is an industrial hardened micro-controller with a built-in server.
Built-in configuration menu simplifies field setup and changes.

The factory at no additional charge will add customized WEB pages.

For ease on installation and maintenance, “plug & play” connectors are used for field wiring
connections.

The hermetically sealed assembly minimizes installation costs.

2 AGM Universal WEB Station User Manual



Introduction

The UWS performs the translation of the protocols by maintaining a table of data elements and
their protocol designations. When a protocol reads or writes data the micro-controller in the UWS
will translate the data according to the table. This will allow multiple protocol translations and
translation between completely different protocols such as ModBus and Allen-Bradley DF1. The
data elements within the table can be maintained via any standard WEB browser.

The general purpose UWS also provides an intelligent switch for routing AGM Protocols from one
on the serial inputs ports to a user specified TCP/IP Ethernet port.

General Specifications (Common to all UWS Variations)

Ports - 2 RS232C, 1 RS485, 1 10baseT

Baud Rate - RS232C/RS485 - up to 19200 bps

Clock - Yes

Status Indicators - 10

Operating Temperature Range, -20/80 deg C

Adjustments - Operator configurable locally or remotely by modem from a PC
Power - 12/24 VDC +/- 10%, nominal 3 Watts

Physical - 3 X 2.5 inches

Maximum number of different protocols: 1 per communications port.

Maximum number of bytes transmitted or received. 256 bytes.

AGM Universal WEB Station User Manual
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Specifications for General Purpose UWS

Protocols - Ethernet, HTTP, FTP, Telnet, ModBus Slave/Master (ASCII/Binary/TCP/IP), AB-DF1
Half-Duplex Slave/Master, AGM ICS Protocol, AGM DH Protocol, ASCII text, Point to Point
Protocol (PPP).

Connections - ModBus and Allen-Bradley PLC’s, Dial-up/Cell phone system, PC, fixed
frequency/spread spectrum radio modem, cable, satellite, fiber optics, serial ASCII printer.

Maximum number of entries in conversion table: 1000

Maximum number of unique Device ID or Device address supported: Slave Protocols, 1 per
communications port. Master Protocols, 1000 or maximum number of valid device addresses
supported by the protocol whichever is lower.

Data Command Application Specifications

Protocols - Ethernet, HTTP, FTP, ModBus Slave/Master (ASCII/Binary/TCP/IP), AB-DF1 Half-
Duplex Slave/Master, AGM ICS Protocol, AGM DH Protocol. (Only one PLC protocol supported
per UWS.

Connections - ModBus and Allen-Bradley PLC's, Dial-up/Cell phone system, PC, fixed
frequency/spread spectrum radio modem, cable, satellite, fiber optics.

Maximum number of entries in conversion table: 16 Analog, 32 Discrete.

Maximum number of unique Device ID or Device address supported: Slave Protocols, 1 per
communications port. Master Protocols, maximum number of valid device addresses supported by
the protocol.

4 AGM Universal WEB Station User Manual
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ModBus Specifications

Supported Modes:

Supported Registers:

Supported Data Types

NOTE 1:

NOTE 2:

NOTE 3:

Supported Commands:

ASCII (Master/Slave)
RTU or Binary (Master/Slave)
TCP/IP (Slave Only)

Coils 00001 - 09999 Read / Write
Discreet Inputs 10001 - 19999 Read Only.
Input Registers 30001 - 39999 Read Only.
Holding Registers 40001 - 49999 Read / Write

16 bit Integer
32 bit Long Integer
Single precision floating point.

ModBus only specifies 16 bit integer data registers. Long Integer and
Floating Point are supported by combining 2 sequential data registers.
You may select whether the Least Significant bits (LSW) or the Most
Significant bits (MSW) are in the first register.

To preserve data integrity, when a register has been defined as being
either a 32 bit Integer or floating point both registers must be written
within the same command.

Additional data types such as double precision floating point may be
translated by using multiple registers. The UWS however can only
transfer the data, displaying the data on a HTML page will be
meaningless.

Code (Hex) Description

01 Read Coll Status

02 Read Discreet Inputs

03 Read Holding Register
04 Read Input Register

05 Force Single Coll

06 Preset Single Register
OF Force Multiple Coils

10 Preset Multiple Registers

AGM Universal WEB Station User Manual 5
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Allen-Bradley DF1 Protocol Specifications

Supported Modes: DF1 Half Duplex (Master/Slave)
PLC Emulated SLC500 (Master/Slave), PLC-5 (Master/Slave)
Supported Registers: Binary B0O00/00
Floating Point F000:000
Inputs 1:000/00 or 1:0000
Integers NO00:000
Outputs 0:000/00 or 0O:0000
Status S:000/00 or S:0000

NOTE 1: To support long integers, two DF1 Integers (N7:00) may be used. To
preserve data integrity, when a register has been defined as being a
32 bit Integer both registers must be written within the same command.

NOTE 2: Additional data types such as double precision floating point may be
translated by using multiple registers. The UWS however can only
transfer the data, displaying the data on a HTML page will be
meaningless.

Supported Commands: CMD FNC Description

6

OF 00 Word Range Write

OF 01 Word Range Read

OF 26 Read-Modify-Write  (Write Bit)
OF Al  Typed Read

OF A9 Typed Write

NOTE 3: Only one message can be processed at the same time. To prevent
data loss a master DF1 device communicating with the UWS must wait
for the first message to complete before sending a second message.

AGM Universal WEB Station User Manual
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Data-Command Specifications

I/O Values:

Scaling:

Check in Time:

RBE Time:

Network Settings:

Default URL:

Default TCP Port:

Additional Features:

AGM Universal WEB Station User Manual

16 Analog and 32 Discrete values. Values may be either inputs or
outputs. Inputs and outputs mapped to the same set of registers.

Analog scaling set via Data-Commands web site or optionally through
a configuration web page.

Check In time set via Data-Commands web site or optionally through a
configuration web page.

RBE times set via Data-Commands web site or optionally through a
configuration web page. Sets the minimum time between sending
data to Data-Command after a change of state has been detected.

IP and Port numbers for up to 6 addresses may be specified. Up to 3
text URL’s may be specified in addition to the 6 IP addresses.

dls.data-command.com
disl.data-command.com
dls2.data-command.com

382

Configuration settings stored in non-volatile memory.



Hardware Installation

Hardware Installation

The UWS is available pre-configured to your application. When pre-configured the UWS is ready
for use and you only need to connect your equipment. If not pre-configured or if you need to modify
the configuration you will need to connect the UWS to you computer for configuration with a web
browser using an Ethernet network, Ethernet Crossover cable or serial port and Null-Modem cable.
See below for instructions on connecting the UWS to your computer.

Connect through the Internet/intranet via 10baseT Ethernet

NOTE:

When shipped from the factory the IP address is set for 192.168.0.251. Check with your
network administrator to determine if this is valid address before connecting the UWS to
a working network. If this IP address is unavailable connect the UWS directly to your
computer using a crossover cable for initial configuration. After initial configuration the
UWS will operate on the IP address you specify.

Connecting to a 10/100baseT Ethernet Hub or Switch

1.

Plug a standard Cat 3 or Cat 5 Ethernet patch cable into the RJ-45 Ethernet Jack located on
the top of the UWS. Connect the other end of this patch cable to an unused RJ-45 jack on
your Ethernet hub.

Power up the UWS and observe the green “LNK” light located on the top of the UWS. After
approximately ten seconds this light should turn on. The yellow “ACT” light may also flash
indicting network activity.

If equipped, check the Link light on your Hub or Switch. Both the “LNK” light on the UWS
and Link light on your hub or switch should be on. Hubs or switches that support the faster
100baseT or 1000baseT may contain additional indicator lights used only for the faster
connections. Typically these lights will not be lit when connected to a 10baseT device such
as the UWS. Consult with your Hub or Switch documentation for the meaning of any status
lights.

Connecting directly to your computer:

1.

8

Plug a crossover Cat 3 or Cat 5 Ethernet patch cable into the RJ-45 Ethernet Jack located
on the top of the UWS. Connect the other end of this patch to the Ethernet controller on
your Compulter.

Power up the UWS and observe the green “LNK” light located on the top of the UWS. After
approximately ten seconds this light should turn on. The yellow “ACT” light may also flash
indicting network activity.

If equipped, check the Link light on your Ethernet controller card. Both the “LNK” light on the
UWS and Link light on your Ethernet card.

AGM Universal WEB Station User Manual



Hardware Installation

Connecting to a Personal Computer

You will need null-modem cable to connect to the UWS. This cable should have a 9 or 25 pin
female connector on one end to match the connector on you computer and a 9 pin female
connector on the other end to mate with the UWS. Null-Modem cables, adapters and gender
changers designed for connecting two computers are available through many computer, electronic
or office supply stores.

1. Plug one end of the RS232 Null-Modem cable into an available RS232 communications port
your PC. This port is normally a 9 pin male D connector; however it may also be a 25 pin D
connector in some cases. Consult with your PC documentation for the location of this
connector.

2. Plug the other end of the Null-Modem RS232 cable from your PC into one of the 9 pin male
D connectors on the top of the UWS.

Connect using a Dial-Up modem

You will need a straight through PC to Modem cable to connect to the UWS. These cables are
available through many computer, electronic or office supply stores. This cable should have a 9 pin
female connector on one end to fit the UWS and a 25 or 9 pin male connector on the other to fit
your modem.

1. Plug one end of the RS232 cable into your modem.

2. Plug the other end of the RS232 cable from your PC into one of the 9 pin male D connectors
on the top of the UWS.

When used with a modem we recommend you configure your modem as follows:
1. The modem must be set to auto answer. Typically the command to set this option is
“ATS0=1".

2. The modem must be set up to use a fixed baud rate. The baud rate must match the baud
rated set in the UWS for the selected serial port. The default is 9600. Many modems will
save the current baud rate and data format of the connection when the save command “&W”
was used.

3. When used with a PPP connection the modem should be configured to use the Data Carrier
Detect line (DCD or CD) line to indicate when a connection has been established.

4. The modem must be able to save all settings including the connected baud rate and data
format.

AGM Universal WEB Station User Manual 9



Hardware Installation

Connecting to AGM Electronics Inc. Data Handler

RS-232 Data Handler SPM9000-x2x

To connect a UWS to a RS232 Data Handler you will need a 9 pin female to 9 pin female straight
through cable.

1. Plug one end of the RS232 cable into the 9 pin male connector on the Data Handler.

2. Plug the other end of the RS232 cable into one of the 9 pin male D connector on top of the
UWS. Select the connector marked “A” or “B” depending on the port selected during
configuration. Typically port “A” will be used for the Data Handler.

RS-485 Data Handler SPM9000-x4x
To connect a UWS to one or more RS485 Data Handler(s) you will need a shielded twisted pair
cable.

1. Connect one wire of the twisted pair cable to (+)RS485 and the other wire to (-)RS485.
Connect the shield of the cable to (-)Power. If a separate signal ground wire is provided
connect this wire to (-)Power.

2. Connect the other end of the twisted pair cable to the data handler connecting the (+)RS485
wire to (+)RS485 and the (-)RS485 wire to (-)RS485.

3. If separate power supplies are used connect either the shield or a separate ground wire to (-
)Power. If the UWS and Data Handler are using the same power supply leave the shield
disconnected.

NOTE: To prevent damage to RS485 drivers all devices connected to the RS485 buss
must share a common (-)supply. When RS485 devices are used with different
supplies the (-)output of the supplies should be connected together. Either a
separate wire or the cable shield may be used to make this connection. If a
separate ground wire is used then the shield of the cable should be connected at
one location only.

4. If additional Data Handlers are to be used, connect the next device. RS485 devices should
be daisy chained together with (+) and (-) RS485 connections of one device connected to
the (+) and (-) connection on the next device. If a common power supply is used the each
shield should be connected to (-)Power on one of the daisy chained devices only. If a
separate power supplies are used then the common ground wire or shield should be
connected to (-)Power of all devices not sharing a common power supply.

5. When all devices are connected the RS485 buss may require termination resistors. Install
120 - 150 ohm resistors across (+) and (-)RS485 on the first and last device only. If the
RS485 cable run is less than 100 feet, installed in the same enclosure, and you do not
encounter any communications problems the terminating resistors may be omitted.

10 AGM Universal WEB Station User Manual



Hardware Installation

Connecting to AGM Electronics Inc. ICS
To connect a UWS to a ICS you will need a 9 pin female to 25 pin female null-modem cable.

1. Plug the 25 pin end of the cable of the RS232 cable into the 25 pin D connector on the back
of the ICS.

2. Plug the other end of the RS232 cable into one of the 9 pin male D connector on top of the
UWS. Select the connector marked “A” or “B” depending on the port selected during
configuration. Typically port “A” will be used for the ICS.

Connect to a Serial ASCII printer

You will need a null-modem PC to Serial Printer cable to connect to the UWS. These cables are
available through many computer, electronic or office supply stores. This cable should have a 9 pin
female connector on one end to fit the UWS and a 25 or 9 pin connector to fit your printer. Wiring
for a UWS to Printer connection is the same as a PC to printer connection. Consult with your
printer manual for additional details.

1. Configure your printer to use the selected baud rate with a data format of 8 data bits, 1 stop
bit and no parity.

2. Configure your printer NOT to automatically add line feeds. The UWS will supply the line
feed after the carriage return.

3. Configure any font, page or additional settings on your printer. The UWS does not send any
control codes so the default settings will be used for printouts.

4. Plug one end of the RS232 cable into your printer.

5. Plug the other end of the RS232 cable from your PC into one of the 9 pin male D connectors
on the top of the UWS.

Connecting to an Allen-Bradley PLC

The UWS supports Allen-Bradley DF1 Half Duplex Master/Slave protocol and may be connected to
an Allen-Bradley PLC with the appropriate RS232 interface. Consult with your Allen-Bradley PLC
documentation on selecting the appropriate interface for your PLC.

You will need a cable to connect from your PLC to a PC and not a Modem. If a cable of this type is
not available you will need a Null-Modem adapter and possibly a female to female gender changer
to connect your PLC to the UWS. Null-Modem adapters and gender changers are typically
available through many computer, electronic or office supply stores.

1. Plug one end of the RS232 cable into your PLC. See your PLC documentation for making
this connection.

2. Plug the other end of the RS232 cable from the PLC into the 9 pin male D connector
marked “A” on the top of the UWS.

AGM Universal WEB Station User Manual 11



Hardware Installation

Connecting to a PLC Using Modbus

The UWS supports both ASCIl and RTU (Binary) Modbus protocols and may be connected to a
PLC with the appropriate RS232, RS485 or Ethernet interface. Consult with your PLC
documentation on selecting the appropriate interface for your PLC.

If connecting via RS232 you will need a RS232 cable to connect from your PLC to a PC and not a
Modem. If a cable of this type is not available you will need a Null-Modem adapter and possibly a
female to female gender changer to connect your PLC to the UWS. Null-Modem adapters and

gender changers are typically available through many computer, electronic or office supply stores.

1. Plug one end of the RS232 cable into your PLC. See your PLC documentation for making
this connection.

2. Plug the other end of the RS232 cable from the PLC into the 9 pin male D connector
marked “B” on the top of the UWS.

If connecting via RS485 use shielded twisted pair wire to connect from your PLC RS485
communications card or adapter and the UWS.

1. Connect one wire of the twisted pair cable to (+)RS485 and the other wire to (-)RS485.
Connect the shield of the cable to (-)Power. If a separate signal ground wire is provided
connect this wire to (-)Power.

2. Connect the other end of the twisted pair cable to your RS485 communications card or
adapter. Different manufactures may mark RS485 connections differently. The wire from
(+)RS485 on the UWS is the non-inverting input/output. (-)RS485 connection is the
inverting input/output.

3. If separate power supplies are used connect either the shield or a separate ground wire to (-
)Power. If the UWS and your PLC are using the same power supply leave the shield
disconnected.

NOTE: To prevent damage to RS485 drivers all devices connected to the RS485 buss
must share a common (-)supply. When RS485 devices are used with different
supplies the (-)output of the supplies should be connected together. Either a
separate wire or the cable shield may be used to make this connection. If a
separate ground wire is used then the shield of the cable should be connected at
one location only.

4. The RS485 buss may require termination resistors. Install 120 - 150 ohm resistors across
(+) and (-)RS485 on the first and last devices only. If the RS485 cable run is less than 100
feet, installed in the same enclosure, and you do not encounter any communications
problems the terminating resistors may be omitted.
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Connecting to a PLC Using ModBus over TCP/IP (Ethernet)

If using ModBus over TCP/IP see the “Connect through the Internet/Intranet via 10baseT
Ethernet” section. ModBus over TCP/IP will use the same physical connection as all other
TCP/IP protocols.
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Getting Started

The UWS may be configured at the factory. In this case your UWS should be ready to use after
you have made all hardware connections. This configuration may be backed up via the procedure
outlined in Appendix E.

If your UWS has not been configured connect the UWS to power and your computer or network
using the Ethernet port. You may also connect your computer using a serial communications port
connected to either Port A or Port B on the UWS provided the PPP protocol has been selected for
the connected serial port.

Once connected go through the following Setup sections to set all required operating parameters.

This manual covers all common firmware options for the UWS. Not all features covered in this
manual are available for all firmware variations.

The factory defaults for the UWS are:

IP Address: 192.168.0.251 for Ethernet connection.
192.168.250.1 for PPP connection to serial Port A.
192.168.251.1 for PPP connection to serial Port B.

Netmask 255.255.255.0

Communication Port “A”. 9600 baud, 8 data bits, 1 stop bit, no parity.
Communication Port “B”: 9600 baud, 8 data bits, 1 stop bit, no parity.
Protocol Port “A”: PPP

Protocol Port “B”: PPP
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Setup

The following describe the steps required to set up the standard UWS. If using a Data-Command
UWS go to the following Data-Command Setup section.

You have two options in setting up the UWS. You may use either Ethernet port or one of the two

RS232 serial ports via a PPP network connection. The Ethernet port is always available but PPP

connections are only available if the serial port A or B is set for PPP protocol. The factory defaults
will set both Port A and Port B to the PPP protocol at 9600 baud.

To setup and use the UWS the following will be required:
1. Working knowledge of TCP/IP networks.

2. Ifthe UWS will be connected to an existing Ethernet network a Static IP address that may
be used on your network is required. See your network administrator for this number.

If connecting directly to your computer via an Ethernet crossover cable you may use the
default address of 192.168.0.251. Set your computer to an address within this address
block, typically 192.168.0.1.

If connecting via a serial port or modem using the PPP protocol you may use the default
addresses of 192.168.250.1 for Port A or 192.168.251.1 for Port B.

3. If using the Ethernet Port you will need a computer with Ethernet 10baseT or 10/100baseT
network card.

4. Internet browser installed on your computer. The UWS has been tested with Microsoft
Explorer, Netscape Navigator and Mozzilla Firefox. Although not tested other browsers that
support HTML forms will work.

5. If using Ethernet a crossover cable or Ethernet hub will be required. If using the serial ports
a Null-Modem cable will be required.

6. 12 to 24 volt power supply. The UWS typically draws 200 mA when operating.
Recommended 250 mA supply or greater depending on any additional devices connected to
the UWS.

7. The Universal Web Station (UWS).

The following instructions assume you are familiar with Ethernet and TCP/IP networks. The
computer used for setting up the UWS must already have the correct TCP/IP and other network
drivers installed prior to installation of the UWS.

The UWS is configured through either an Ethernet 10baseT or serial PPP connection using HTML
web pages and your Internet Browser. The UWS has been tested with Microsoft Internet
Explorer, Netscape Navigator and Mozzilla Firefox, but any browser that supports HTML forms can
be used.
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Before the UWS can be configured you must connect your computer to the UWS. This may be
done by connecting UWS to a 10baseT network using either a Ethernet Hub, Ethernet Switch, or a
crossover cable. You may also connect to the UWS using the serial ports on your computer. See
the Hardware Installation section for details on making these connections.

The default IP address of 192.168.0.251 is in a block of IP addresses reserved for local area
networks. If installing in an existing network, check with your network administrator to determine if
you may use addresses within this block or if this address is already in use.

See Appendix C for details on how to set up the network connections to work with a UWS using a
Ethernet connection.

When used with the PPP protocol the default PPP IP addresses of 192.168.250.1 (UWS Port A)
and 192.168.251.1 ( UWS Port B) will not be seen beyond your computer. If however your
computer has a network card set up for a address in the 192.168.250.x or 192.168.251.x block you
will need to change the IP addresses for the PPP protocols in the UWS.

See Appendix D for details on how to set up network connection to access the UWS using a serial
PPP connection.

1. With the UWS connected and powered up load your Internet browser and enter the
following address:

HTTP://192.168.0.251/UWSDefault.htm for Ethernet
HTTP://192.168.250.1/UWSDefault.htm if connected to UWS Port A
HTTP://192.168.251.1/UWSDefault.htm if connected to UWS Port B

If all your connections are correct you will see the Default Home page. This page contains
the following information:

e Site, Location, and Description as entered in the Titles section of the configuration.
e Variables you selected for displaying.
e Current date and time of the real time clock within the UWS.

e Date and time the data was last updated. If data has not been updated then
“Unknown” will be displayed.

Link to the Administration pages.

Administration

Default Home Page
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2.  Click on the Administration link located at the bottom of the Default Home page. This will
bring up the Log On page.

Password -

Log On Page
3. Enteryour ID and Password.

When shipped then ID and password is as follows:
ID: Admin
Password: password

The ID is not case sensitive and may be entered in either upper or lower case. The
password however is case sensitive and must be entered as shown.

4.  Click on the Log On button when both the ID and password are entered. You will either
get the Administration page if the ID and password were correct. If you are returned to the
Log On page then reenter the ID and password.

To protect the integrity of the UWS all configuration pages have a time limit of 15 minutes
and a check to determine if the page was linked from another configuration page. If any
pages are idle for more than the 15 minute interval or if you refresh or click on the go back
button on your browser you will be required to reenter the user name and password before
continuing. Do not use the go back button or bookmarks when reconfiguring the UWS or
you may loose modifications you have just entered.

5.  After you have logged on you will see the Administration menu as shown below. From this
menu you can select the various configuration sections in the UWS.

The Setup section of this document will only lead you through the sections required for
operation of the UWS as a data translator. Other menu options are not covered in this
section. See the following Software Configuration for complete instructions on any
settings not covered in the Setup Section.
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UNIVERSAL WEB STATION
fi )
Edit Titles
Set UWS Clock
Network Settings
Security Settings
Messaging Settings
Port Setup
Translation Setup

Select Variables to Display

Translation Report
Reset Universal Web Station (Cold Boot)

Administration Page

6. Select the Port Setup. Port Setup must be selected before any Translation settings can be
made. If setting up for Translation or as a WEB server, always start by defining the
connections for each port. Modifying some settings such as the protocol setting will erase
settings in the Translation tables.

At

| Electronics, Inc.

UnIVERSAL VWEB STATION

(firmwrare version 5]

UWS Port Setup

[ Reset Communications Settings ]
Port A (RS232)

| PPP (Server v
Protocol: \wWARNING. Changing protocal may reset Translation tables for Port
n

Baud Rate.iér%uu v

| Bit Format: | 8 Mone. {.Stnp <]
| 'H'arlrf:Du;:i\ex RTS On Time: :'11

tilliseconds. enter-1 te disabie.

Half-Duplex RTS Off Time: i;—1 Miliseconds.
Common Address:|[i
| Update Interval; Dnii Seconds
;Commumcaﬁons Fail Intervalf;rn Seconds

Turbo Mode:|

PPP IP Address:
Cannacted to Modem|

Monitor DCDY |

Pass Through Mode.-fE

lave Protacals Only.

[132 1682501

| Ceppr Protocel ont

[ rpr Protacel onty

tionitar DSR: | Cliere Frotocel oniy

UWS Communications Port Setup

NOTE: Do not use the Reset Communications Settings if connected via a PPP
connection. Resetting Communications Settings will disconnect the PPP

connection.
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10.

11.

12.

13.

14.

If the UWS has been previously set up and you wish to start from scratch click on the
Reset Communications Settings button then on the Yes button on the confirmation page.
This will clear all port and translation settings so you can start from a blank slate.

Determine which physical ports you will be using and select the correct protocol. Itis
important the correct protocol is selected. The UWS can switch between related protocols
such as ASCII and RTU ModBus, or between Slave and Master. Switching between DF1,
ModBus, or AGM protocols will clear the translation tables.

Set the baud rate used to connect to your device. 300, 1200, 9600 and 19200 baud is
supported.

If using one of the Slave protocols. Enter the Device ID or Device Address that your
master PLC will use to communicate to the UWS in the Common Address text box.

If using one of the Master protocols and only one device is connected, enter the Device ID
or Device Address of the device in the Common Address text box.

If using a Master Mode and multiple devices on a port, leave Common Address text box
setto -1. You will then enter the Device ID or Device Address of each PLC in the
Translation Table. When using multiple devices you will need to enter the Device ID or
Device Address for each address translated.

Unless you need to slow down the polling of remote devices by the Master protocols leave
the Update Interval set to 0. The UWS will continuously poll all devices for data. Should
you need to slow down this polling enter the number of seconds to wait between polls in
the text box. The Update Interval will have no effect on Slave protocols or when the
Translation table requires a value to be written to a PLC.

If you are connected to a device which you know will take more than a second to respond,
set the Communications Fail Interval to a value greater than the maximum response time.
Otherwise leave the Communications Fail Interval set to 0.0 for system startup.

Leave the Turbo Mode box unchecked for system startup. If you are transferring a large
quantity of data, checking this box may improve your throughput, however Turbo Mode will
not work with all devices.

When you have selected all protocols click on the Save button and wait for the Saved
message. This operation may take 20 to 30 seconds to complete. Each time you save
any settings the UWS will write the modified settings to non-volatile memory.
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15.

16.

Click on Continue from the Saved message screen and you will be returned to the
Administration menu page. Select Translation Setup next.

If setting up to use the UWS as a switch or router continue with the following steps If
setting up to translate variables on a variable by variable basis continue with step 20.

UWS Used for Switching or Routing

\ UNIVERSAL VWWEB STATION
Electronics, Inc. (firmweare version: 2.02)

UWS Translation Setup

Page 1

uws
Humber

Port A ‘ PortB ‘ Port4 ‘ Port T

[ Route (Source) | Mot Used \ Mot Used Route (Desination) |
! Dev P [1sz1880252
cNU & Source Port [loooi
2 Devle P [toziesnzss
N & Source Fort |10001
2 (=8 T

UWS Translation Setup Page for Routing Only

17.

18.

19.
20.

21.

20

In the Ethernet Port (T) column enter the IP address and TCP Port number for each
remote Ethernet device that will receive routed data from the “Route (Source)” port.

In the “Route (Source)” column enter the device ID number that will be used to switch to
the port selected in the Port T column. “Route (Source)” may be in any of the three serial
port columns A, B or 4.

In the above example. The UWS has been configured to route AGM Protocols from Port
A to the Port T. Requests for address 1 will be routed to TCP/IP address
192.168.0.252:10001. Request for address 2 will be routed to 192.168.0.253:10001.

Continue filling in the table to include all connections that will be routed.

When done filling in the table. Click on the Save or Next button and wait for the Saved
screen. If you clicked on the Next button the UWS will then automatically advance you to
the next page of variables to route. The UWS supports up to 1000 variables for translation
or routing.

Once you have completed the translation table your UWS is ready to use as a router. If
also using as a WEB server you will need to continue to the next steps and then fill in the
Select Variables to Display page, Titles and Clock Settings. If routing only then you are
ready to use your UWS.
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UWS Used for Translating Registers

22. The contents of the Translation Setup page will vary according to the protocols Below are
two sample screens. The first is of a UWS set up to translate between DF1 and ModBus.
The second is set up to Route request from Port A to the Port T and to collect data from a
ICS connected to Port T.

This page is organized into 4 columns representing each of the 4 possible
communications ports on the UWS. Each row represents one variable to translate.

ASA.+] UNIVERSAL WEB STATION
Electronics, Inc. (firt B v 2.01)
UWS Translation Setup
Il-lluwrr?her! Port A | PortB | Portd ‘ Port T
Dgégm%g\r?x ‘ ASCI ModBus (Slave) ‘ Not Used ‘ Not Used
1 [5013/00000 [oooor
|1E b\tsj |Integer(1E hits) j
oNU & Source © Source
2 [E013/00001 Jooooz
[16its =] [Integer (16 bits) =l
CNU & Source © Source
3 [5013/00002 [oooo3
|1E b\tsj |Integer(1E hits) j
oNU & Source © Source
i r r

UWS Translation Setup Page Translation Only

UNivErsAL WEB STATION
Electronics, Inc. 2)

(firrrw: 2.02)

UWS Translation Setup

Page 1

uws
Number

PortA | Port B Port4 ‘ Port T

[ Route (Source) | Mot Used

Mot Used \ ICS (Master)

[=] |192158u252
Port; (10001
! Dev |T

[y & Sgurce v By [0
ar:
© Source

P I192.1EB.D.253
2 Port 10001
Dev. |2 Doy l—“
Ny & Source
Yar.

© Sourcs

[=] |192.158.u.252 |
Port [10001
? Dev. |D

N © Source Dev. [0

Var, [We00

w BEes 1

UWS Translation Setup Page Route and Translation
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23. Start by entering the register number or address of the first variable you wish to translate.
The UWS uses the same naming conventions as used by the selected protocol. In the
above example the first register in a bit variable B013/000000 as defined for DF1. It will be
translated to ModBus coil 00001.

In the case of AGM Electronics Inc. protocols the ICS will use the wiring numbers i.e.
W600, W700. Inthe case of Data Handlers the variable number will be used.

On the Ethernet port (T) you may also be required to enter the IP address and TCP port
numbers depending on the protocol selected.

24. Next select which port is connected to the source of the data to be translated. To a Master
the Source indicates which variables to read from the connected PLC. To a slave protocol
Source indicates which PLC to accept data from. To prevent possible synchronization
problems only one port may be defined as the source of the data.

25. If required indicate the size of the data in the drop down list box. Not all variables will
require a size to be specified. Only when translating between Floating Point and Integers
or long integers will a selection be required.

NOTE 1: When translating ModBus registers as either floating point or long integers
you will need to specify which register contains the most significant bits.
Select “Long (32 bits) LSW 1°" or “Float (32 bits) LSW 1°" if the least
significant bits are in the first register. “Long (32 bits) MSW 1*” or “Float
(32 bits) MSW 1% if the most significant bits are in the first register.

NOTE 2: If translating between a DF1 floating point value and a ModBus Integer
register you must select Floating Point for the ModBus.

26. When done filling in the table. Click on the Next button and wait for the Saved screen.
The UWS will then automatically advance you to the next page of variables to translate.
The UWS supports up to 1000 variables for translation.

27. Once you have completed the translation table your UWS is ready to use as a translator.
If also using as a WEB server you will need to fill in the Select Variables to Display page,
Titles and Clock Settings. If you will be accessing the UWS through a Point to Point (PPP)
connection continue with the following steps.
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Point to Point Protocol (PPP) Setup

28. When PPP protocol is selected, only the Baud Rate; PPP IP Address; Connected to
Modem; Monitor DCD; and Monitor DSR are used. The factory defaults set the UWS to
use PPP for both Port A and Port B and will work with most PPP installations.

29. The default settings use the RS-232 DCD line to detect when a connected modem has
made a connection. This will work with both direct connections and most modems. The
modem must save the baud rate, data bit format and auto answer ring number. You must
also set the Carrier Detect to turn on when a carrier is detected. Typically this is set with
the AT&C1 command.

NS UNIVERSAL WEB STATION

| Etectronics, Inc. | )

UWS Port Setup

[ Reset Communications Setings |
Port A (RS232)

FPPF (Server) k7
Protocol | waRNING. Changing protacal may reset Translation tables for Part
A

‘Baud Rate:|[3500 ~

Bit Format é, Nunet{ Stop ¥

'Ha-\-f'-Duh\'ex RTS On Time: -1 T MiliseConds. enter 1o disble
Half-Duplex RTS Off Time' |1 Milliseconds
Common Address: 1

| Update Interval| 0.0 | Seconds
[Communications Fail Interval [0 | Seconds
[ Turbo Mode:| O
Pass Through Mode| £ siave Protocals Only,
PPP P Addross 122166260,
Connected to Modem "i](ppp Pratacal Only)
Monitor DCDx (-;:PP Protacol Dnlv:J.
Monitor DSR| .i:‘(F-‘PP Protacol oniw

UWS Default Settings for PPP Connection
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Data-Command Setup

The following describe the steps required to set up the Data-Command Application UWS. This
manual only covers the UWS settings required to connect and send data to Data-Command.
Setting up tags and screens on the Data-Command web site is not covered. Consult with your
Data-Command documentation and help files for assistance in setting up your Data-Command web

site.

To setup and use the UWS the following will be required:

1. Account with Data-Command.

2. Gateway or other connection to the Internet. An Internet connection is not required for

24

setting up the UWS however it will be required to work with the Data-Command web site.
Working knowledge of TCP/IP networks.

Static IP address that may be used on your network. See your network administrator for this
number.

If the UWS is directly connected to the Internet you will need a static IP address from your
Internet Service Provider.

If however you are connecting to the Internet via a Gateway or other device that allows a
Internet connection to be shared, the static IP address used by the UWS must be for the
local network. A normal Internet connection with a dynamic IP address may be used for
connecting to the Internet provided you do not intend to access the UWS from the Internet.
If you will be accessing the UWS directly from the Internet a static IP from your Internet
Service Provider is required.

For setting up you may connect the UWS directly to your computer via a crossover cable
and you may use the default address of 192.168.0.251. Set your computer to an address
within this address block, typically 192.168.0.1.

Computer with Ethernet 10baseT or 10/100baseT network card.

Internet browser installed on your computer. The UWS has been tested with Microsoft
Explorer, Netscape Navigator and Modzilla Firefox. Although not tested other browsers that
support HTML forms will work.

Crossover cable or Ethernet hub.

12 to 24 volt power supply. The UWS typically draws 200 mA when operating.
Recommended 250 mA supply or greater depending on any additional devices connected to
the UWS.

The Universal Web Station (UWS).
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The following instructions assume you are familiar with Ethernet and TCP/IP networks. The
computer used for setting up the UWS must already have the correct TCP/IP and other network
drivers installed prior to installation of the UWS.

The UWS is configured through an Ethernet 10baseT connection using HTML web pages and your
Internet Browser. The UWS has been tested with both Microsoft Internet Explorer and Netscape
Navigator, but any browser that supports HTML forms can be used.

Before the UWS can be configured you must connect the UWS to a 10baseT network or to a PC
using a crossover cable. See the Hardware Installation section.

The default IP address of 192.168.0.251 is in a block of IP addresses reserved for local area
networks. If installing in an existing network, check with your network administrator to determine if
you may use addresses within this block or if this address is already in use.

If you are unable to use this address or are having problems contacting the UWS use a crossover
cable and connect directly to the UWS with your computer. See Appendix C, Setting your
computer to access the UWS for instruction on modifying your computer’s network settings to work
with the UWS default settings.

1. With the UWS connected and powered up load your Internet browser and enter the
following address:

HTTP://192.168.0.251/UWSDefault.htm

If all your connections are correct you will see the Default Home page. This page contains
the following information:

1. Site, Location, and Description as entered in the Titles section of the configuration.

2. The Data-Command Serial Number. You will need to enter as part of the unit
configuration when setting up the devices on the Data-Command web site.

3. Current date and time of the real time clock within the UWS.

4. Date and time the data was last updated. If data has not been updated then
“Unknown” will be displayed.

5. Date and time data was sent to Data-Command.

6. Link to the Administration pages.
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UNIVERSAL WEB STATION
Electronics, Inc. 13 p

ymmand Application, DF1 (fi an: 1.00)
Site: AGM Electronics Inc. Universal Web Station
Location:

Description:

Data-Command S#: 04-01-FF-00-30-39-@2-GP -6 -6

Device Time: 11122007 4:07:39 PM
Last Communication Update: 1/12/2007 4:07:31 PM

Last Data-Command Update: 1/12/2007 4:06:19 PM

Default Home Page

2. Print the Default Home Page screen or write down the Data-Command S# for use in
setting up your Data-Command pages on the Data-Command web site.

3. Click on the Administration link located at the bottom of the Default Home page. This will
bring up the Log On page.

UNIVERSAL WEB STATION
Electronics, Inc. at: 00)

Password

|

Log On Page
4. Enter your ID and Password.

When shipped then ID and password is as follows:
ID: Admin
Password: password

The ID is not case sensitive and may be entered in either upper or lower case. The
password however is case sensitive and must be entered as shown.
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5. Click on the Log On button when both the ID and password are entered. You will either
get the Administration page if the ID and password were correct. If you are returned to
the Log On page then enter the ID and password.

To protect the integrity of the UWS all configuration pages have a time limit of 15
minutes and a check to determine if the page was linked from another configuration
page. If any pages are idle for more than the 15 minute interval or if you refresh or click
on the go back button on your browser you will be required to enter the user name and
password before continuing. Do not use the go back button or bookmarks when
reconfiguring the UWS or you may loose modifications you have just entered.

6. After you have logged on you will see the Administration menu as shown below. From
this menu you can select the various configuration sections in the UWS.

The Setup section of this document will only lead you through the sections required for
operation of the UWS as a data translator. Edit Titles, Set UWS Clock, and Security
Settings are not covered in this section. See the following Software Configuration for
complete instructions on any settings not covered in this Setup Section.

Electronics, Inc.

Edit Titles
Set UWS Clock
Network Settings
Security Settings

Port Setup

/0 Translation

Reset Universal Web Station (Cold Boof

Administration Page
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7. Select the Port Setup. Port Setup must be selected before any Translation settings can

be made.
UnivErsaL WEB STATION
Electronics, Inc. It

nd Application, DF1 (fin ersion: 1.00)

UWS Port Setup
Port A (RS232)
Protocol | DF1 Halt-Duplex CRC (SLCERO0 Master) ¥
Baud Rate: |9800
DF1 MNode:
Update Interval: |0.0 Seconds.
Communications Fail Interval: 0.0 | Seconds
Port B (RS232)
Protocol: | MotUsed
Baud Rate: | 8600 v
DF1 Mode: [1 |
Update Interval: |0.0 Seconds
Communications Fail Interval: |0.0 Seconds
Port 4 (RS485)
Protacol: | MotUsed
Baud Rate: |3800 v
DF1 Mode: |-

Update Interval: |0. Seconds.

Communications Fail Interval: 0.0 Seconds

UWS Communications Port Setup

8. Determine which physical port you will be using and select the correct protocol for that
port.

9. Set the baud rate used to connect to your device.

10. If using one of the Slave protocols. Enter the DF1 Node, Device ID or Device Address
that your master PLC will use to communicate to the UWS in the Common Address text
box.

If using a Master protocols and only one device is connected, enter the DF1 Node,
Device ID or Device Address of the device in the Common Address text box.

If using a Master protocol and multiple devices on a port, set the Common Address text
box to -1. You will then enter the DF1 Node, Device ID or Device Address of each PLC
in the Translation Table.
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11. Update Interval and Communications Fail Interval are only used for Master protocols.

Unless you need to slow down the polling of remote devices by the Master protocols
leave the Update Interval setto 0. The UWS will continuously poll all devices for data.
Should you need to slow down this polling enter the number of seconds to wait between
polls in the text box. The Update Interval will have no effect on Slave protocols or when
the Translation table requires a value to be written to a PLC.

If you are connected to a device which you know will take more than a second to
respond, set the Communications Fail Interval to a value greater than the maximum
response time. Otherwise leave the Communications Fail Interval set to 0.0 for system
startup.

12. Click on the Save button and wait for the Saved message. This operation may take 20
to 30 seconds to complete. Each time you save any settings the UWS will write the
modified settings to non-volatile memory.

13. Click on Continue from the Saved message screen and you will be returned to the
Administration menu page. Select I/O Translation next.

14. The 1/O Translation setup page lists the data registers that correspond to the 16 analog
and 32 discrete 1/O points used by Data-Command. Depending on the Communications
settings there will be between 4 and 6 columns displayed.

See below for examples of the translation setup page.

15.. The first column indicates the Data Commands variable number for either the Analog
or Discrete /0.

16. The second column indicates if the specific I/O point will be used. Uncheck the box for
all /0 points that you will be using. Unused 1/O points will be set to 0.

17. The third column indicates if Data Command will be able to control the 1/0 point. Check
this box only if the register is an output that will be controlled by Data-Command.

18. In the fourth column enter the register number that corresponds to the Data-Command
I/0 point. Typically the Analog I/O section will contain analog type of registers while the
Discrete will contain discrete or bit types of registers. You may however enter any of the
valid registers. If a Discrete I/O point is assigned a analog type of register then the
discrete register will be set to 1 when the analog register is any other value except 0.

The register number entered here will use the register syntax typical of the protocol
selected. See Appendix H for DF1 protocols and Appendix | for ModBus protocols.

19. The fifth column is only used when the UWS is connected to multiple devices. Enter the
DF1 Node, Device ID or Address of the remote device that corresponds to the selected
I/O point here.
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20. The sixth column is only used when more than one serial communications port is used.
Select the communications port that is connected to the device that corresponds to the
selected 1/O here.

21. Continue filling in the table to include all I/O data points. You do not need exactly 16
analog and 32 discrete values. Check the box in the “NU” column and the selected data
point will be set to 0. The “NU” column may also be use to temporally disable a data
point.

22.When done filling in the table. Click on the Save button and wait for the Saved screen.

Below are two examples of a completed translation pages. The first example is for a
single AB PLC using DF1 protocol. The second example shows a total of 3 AB PLCs
using DF1 protocol.

: Analog I/O
" # |[NU | 1sOutput | DF1 Register

(v o] @ | |ome |32 hits v
B (00002 | [32bits v
Bl [roo04 T [1&bits w|
ERl= 00004 | [16nits
s\ =& Noo7:000 | [16hits v |
B = O FODBO0D | | 32bits v
[7B] = [s000 T 6nits |
E 0 | [16hits

. Discrete 1/1O
" # [NU | IsOutput | DF1 Register

[ & O 00001 '

[2 O] 0:000/02

BEE [ O BO00/00001
(4o © ' 5001/01
I |

Example 1: The above example screen shots show how the translation table will look when used
with a single PLC. The above example shows a variety of DF1 registers being used.
Below is a description of each Analog and Discrete I/O item.

¢ Analog I/O section #1 shows input register 1:0002 translated to Data-
Command register Ainl. The register size is also set for 32 bits. Setting for
32 bits will pair the indicated register 1:0002 with the next register 1:0003 to
produce a 32 bit long integer. The value from the combined registers will be
sent to Data-Command as a single value.
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e The second line show a similar setup except a output register O:0002 is
used and the register is enabled as a output by the check box in the “Is
Output” column. When checked the UWS will allow Data-Command to both
read and write the status of the register.

e Line 3 and 4 show a similar setup as the preceding two lines except
registers 1:0004 and O:0004 are read as standard 16 bit integers.

e Line 5 shows DF1 Integer register NOO7:000 translated to Data-Command
register Ain5. “Is Output” is not checked so Data-Command can read but
not write the register.

e Line 6 shows DF1 floating point register FO08:000 translated to Data-
Command register Ain6. For floating point values the size drop down list
automatically switches to 32 bits.

e Line 7 shows DF1 status register S:000 translated to Data-Command
register Ain7.

e Line 8 shows an unused register location. The UWS will report any unused
registers as 0. In this example Ain8 will always show 0 on the Data-
Command web site.

e Line 1 of the Discrete Output section shows bit 1 of DF1 Input register
translated to Data-Command Dinl register.

e Line 2 of the Discrete Output section shows bit 2 of the DF1 output register
0 controlled by Data-Command Din2 register.

e Line 3 of the Discrete Output section shows bit 1 of the DF1 bit register 0
translated to Data-Command Din3 register.

e Line 4 of the Discrete Output section shows bit 1 of the DF1 status register 1
translated to Data-Command Din4 register.
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| Analog /0
' # |NU | IsOutput | DF1 Register | DF1Node | Comm.Port
o o | pwm  J[zoe® | [ ] | [roam
2 o] poowe Jfezore @ | [ ] | [P
3|o] O poove [ @ | [ ] [ [Porail
4 0] pooor_ [evec @ | [ ] [ [Poeill
2l EN = poveomn [l | P ] || [Poro
(6o o | [oosow Jeeem | B [ | [ot5
7o B | [pow [[eois @] | B | | [PonB ¥
sjm] 8 | | J[obis il | ] | [roral

Discrete I/O
# NU  IsOutput | DF1 Register | DF1Node | Comm.Port
ENET fooom | | 01 | [Poai
12 18] | oo | I I
(3 [o] o RN | k] | [roBd]
(48] @O s | | B |PotB |
(5[] B | L L [Pora ]

Example 2: The above example screen shots show how the translation table will look when used
with multiple PLCs. The above example shows a variety of DF1 registers being used
as in Example 1 but with a different communications port and DF1 node.

¢ In Analog I/O section #1 through #4 and in the Discrete 1/O section #1 and
#2 are connected to the PLC on communications port A. The PLC is set for
DF1 node 1.

¢ In Analog I/O section #5 and in the Discrete I/O section #3 are connected to
the PLC on communications port B. The PLC is set for DF1 node 2.

¢ In Analog I/O section #6 and #7 and in the Discrete 1/O section #4 are
connected to the PLC on communications port B. The PLC is set for DF1
node 3.

23. Once you have completed the translation table your UWS is ready for use. However you
still need to set up or Data-Command web site.

24. Go to the Data-Command web site http://www.data-command.com and login using the
user ID and password obtained from Data Command.

25. Once you have logged in click on the “Your Information Display” link.

26. Click on “Devices” located in the left hand side of the Information Display page.
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27.Enter a name for the new device in the Caption box and the Data-Command Serial
Number obtained from the default main page of the UWS in the DL Serial box. The
Data-Command S# on the UWS default page and the DL Serial must match exactly.

UNIVERSAL WEB STATION

Data-Command Application, DF1

Selected Device .[.“Save Device ] [ Add ]
Caption: Sitel )
DL Serial—»<_[04- 01-FF- nulyg"ﬂ

Barent Device | { Mone ~

Site: AGM Electronics Inc. Universal Web Station

Location:

Description:

Data-Command S£: 04-01-FF 0040 9 -@-@ -5 -@ Alarms
f Current Alarms

Device Time: 1/12/2007 4:07:39 PM

o Alarm History Ayailable Devices

Last Communication Update: 1/112/2007 4:07:31 PM

Last Data-Command Update: 1/12/2007 4:06:19 PM

Data-Command Serial Number, UWS Default Web Page & Data Command Unit Configuration Page

28. Click on the Add button to create a new Data-Command device for your Information
Display.

29. Whether you are adding a new UWS to the Data-Command system or replacing a UWS
you will need to inform Data-Command that you have added a device. Data-Command
may require the Data-Command Serial Number from the UWS you just added.

30. To test the UWS you just added expand the Devices list on the left hand side of the
Information Display screen. When expanded you should see the newly added device. If
you don't see the newly added device then refresh your browser screen.

31. Click on the newly added device. That will bring up the Unit Configuration page. This
page shows the status of the communications from the Data-Command perspective. On
the upper right you will find the Current Status and below the Current Status the date and
time of the last communication the UWS made with the Data-Command site. The
current values are also available in the list box located on the same page.

’.: Tnit Configuration: TestDevicel LaSt Update

=-Displays &
| Deviee Map Serial Mumber]04-01-FF-00 #3408 @ -8 Cwrent Status: Offline D.ate and
| -Sereent Find Latiude102888 | degrees Last Ulnlﬂt@ Time from
2 Alams Longhude[ 5152306 | degrees UWS

~Cyrrent Alarms I | 7
i Comm Fail Time{21 mimites
- Alsrm History L

A latm Croups @

Call Schedule

i Teenda Type Filter:| (None) %

H—I D, Tag Details Alarming Tag. IO Positioh Current Valwe LateSt

Ciooaess View View  TestDewice1:AT1 AT1 Data

! View View  TestDewice1:AI2 AT2
View [View TesDewiceliADld A3 from
View View  TestDevicel:ATd AT4 Uws
View View  TestDewice LATS ATS

Data Command Unit Configuration Page.
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NOTE: The default update interval for the UWS to send data to Data-Command is 60
seconds or 15 seconds if RBE has been enabled and a change is detected. On
initial setup you may need to wait for 1 to 2 minutes before the data on the Data-

Command page is updated.

32. To check on communications between the UWS and the connected PLC go to the UWS
Default web page. This page contains time stamps of the serial communications and
Data-Command communications activity. The first time stamp is the current date and
time from the internal clock on the UWS. The second time stamp is the last time the
UWS has successfully communicated with any remote device. The third time stamp is
the last time the UWS has made a connection with the Data-Command web site. See
the illustration below for locations of these time stamps.

It is possible for the UWS to show that it is updating the Data-Command web site
successfully but the Data-Command shows that is has not been updated. If you have
just added or replaced a UWS and have not notified Data-Command you will not see an
update until Data-Command has fully registered your new UWS.

UniversaL VWEB STATION
Electronics, Inc. e

Site: AGM Electronics Inc. Universal Web Station
Location:
Description:
Data-Command S#: 04-01-FF-00-30-99-@2 -G -6 §

Device Time: 1/12/2007 4:07:39 PM

Last Communication Update: 1/12/2007 4:07:31 P

Last Data-Command Update: 1/12/2007 4:06:19 PM

UWS Default Web Page

Current UWS Date & Time

Last Successful Communications
with PLC or other device.

Last Update Sent to Data-
Command

33. Once you have verified communications you are ready to use your UWS. See your
Data-Command documentation or help files for information on using your Data-

Command web site.
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Software Configuration

To configure or modify the UWS settings you must first go to the Administration page from there
select the menu option for the settings you wish to configure.

After selecting the menu options, make your changes then click on the Save button to save.
Clicking on the Administration link at the bottom of each page will return you to the Administration
page without modifying any settings.

With the exception of the Network settings you will be returned to the Administration page after the
settings are saved. A Saved confirmation page will be displayed after each click of the Save button
to show the changes have been successfully saved to non-volatile memory.

The contents of the Administration page will vary depending on the firmware installed in the UWS.

UniversaL WEB STATION

Edit Titles

Set UWS Clock
Set UWS Clock

Hetwork Settings
Security Settings
Messaging Settings Security Settings

Network Settings

Port Setup Port Setup
Translatisn SEH.I! "
0 Translation

Select Variables to Display
aget Universal Web Station (Cold Boot)

Administration Page

Pigbiio e UnivERSAL WEB STATION

| Etectronics, inc. | 0R1)

Changes Saved

Saved Confirmation Page
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Edit Titles

Clicking on the Edit Titles link on the Administration Page will bring up the UWS Title Setup page.
From this page you can define the Site, Location and Description that will appear on the Default
Home page.

NOTE: The Site name is also used for the title for all internal web pages. Custom web pages that
you design will have the title you specify.

Each entry in the UWS Title Setup page may be up to 64 characters long.

UnivErsaL WEB STATION

| Electronics, Inc. | {fim on: ApgORT)

UWS Title Setup

| Site Name: fAGM Electronics Inc. Universal Weh Station

Location: |

| Description:

Administration

UWS Title Setup Page

Set UWS Clock

Clicking on the Set UWS Clock link on the Administration page will bring up the UWS Time Setup
page. From this page you can set the time and date in the UWS real time clock and define how the
date and time will be displayed.

Regardless of the setting of the setting of the Time Display Format the Current Time must be
entered as mm/dd/yyyy hh:mm or Month/Date/4 digit year Hour:Minute.

The drop down list will show all formats for displaying the date and time. The format selected here
will affect the display of the date and time in all areas of the UWS including custom web pages.

UNIVERSAL VWEB STATION

| Electronics, Inc. | ian: AppOR1T)

UWS 'i'ime Setup

CurrentTime: o mazn g1 | (mmiddivyyy b mm)

‘ Time Display Format: - Month/Date/vear HourMinute

G

Administration

UWS Time Setup Page
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Network Settings

Clicking on the Network Settings link on the Administration page will bring up the UWS Network
Setup page. From this page you can set the IP address and subnet mask for the UWS. You may
also set the port numbers used for the HTTP server, Telnet Servers and FTP server functions of
the UWS.

UWS Network Setup UWS Network Setup

IP Address: [152168 0251 IP Address: 1921680251
Netmask: 255.265.2560
MAC Address: 0090:C2CD.D664

Gateway IP: 19216801

Netmask: [255 255 2550
MAC Address: |0020C2C3 FEES
Gateway IP: [132.168.0.1
Domain Name Server #1 (DNS): [195.771168
Domain Name Server #2 (DNS): ;_0.0.0 0
HTTP Port: |50
FTP Port: 21

Domain Name Server #1 (DNS): 138.77.1168

Domain Name Server #2 (DNS): 0000
HTTP Port:
FTP Port:

Telnet Port (To Port A): [0
Telnet Port (To Port B): [0
Telnet Port (To Port 4): |23

FTP Activity Time Out: 300 Seconds

Save
Telnet Activity Time Out: 120 Seconds

Save [ Reset ]

Network Settings Page

The IP Address and Netmask must be set to values acceptable to your network. Consult with your
network administrator for values for these two settings. For most local networks that are not
connected to the Internet the first 3 digits of the IP Address will match the IP address set on other
computers on the network. The 4™ set of digits will be a unique number that is not duplicated on
the network. The Netmask will typically be 255.255.255.0 for most small networks. This setting
must match the other computers on the network.

If used on the Internet you have two options:

1. If connected directly to the Internet you must use the IP address and Netmask assigned by
your Internet Provider. Enter these values where provided.

2. If connected through a firewall, gateway, or other device that translates IP addresses. Set
the IP address to be compatible with the local network. Set up your firewall or gateway to
pass HTML request to the UWS. The UWS allows you to set the port addresses of to
accommodate firewalls. Setting up the UWS for this type of installation is beyond the scope
of this manual. Consult your firewall or gateway documentation for instructions on setup up
HTTP and other servers to be accessible from the Internet.

In both cases you will need an IP address, assigned by your Internet provider. The difference
between the two options above is that with the second option the Internet IP address will be
shared by all devices on the local network.
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The MAC (Media Access Control) Address is for informational purposes only. Depending on the
configuration of your network, your network administrator may need this address.

Gateway IP is the IP address of the Router or Firewall that connects your network to the Internet or
between one subnet and another. If access beyond the local network is not required set the
Gateway IP to the same value as the UWS IP address.

Gateway IP, Domain Name Server #1 and #2 are required when the Messaging feature of the
UWS is used. Your Internet Service provider, Network Administration can supply you with the
correct IP addresses to use.

The HTTP Port and FTP Port TCP port numbers used by the HTTP and FTP server functions.
When shipped the HTTP Port is set for 80 and FTP Port is set for 21. These port numbers are the
standard port numbers recognized by most software. If used with a firewall you may need to
change these port settings. Enter O to disable a feature.

Telnet allows a remote computer over an Ethernet connection to connect directly with one of the 3
serial communications ports on the UWS. Some firmware allows up to 3 Telnet Ports to be
specified. The standard Telnet port is 23 and the default UWS configuration directs any Telnet
connections to serial Port 4.

To direct Telnet connections to Port A or Port B, enter 23 for the desired serial port for either Port A
or B then enter O for Port 4 to disable the port.

To access more than one serial communications port use the standard TCP port number of 23 for
one communications port and a non-standard TCP port number for the remaining serial
communications ports. HTTP, FTP, and the Telnet Ports must have a unique number between 1
and 65534. Enter O to disable.

Telnet Activity Timeout is the time in seconds the UWS will maintain a Telnet connection without
any activity. When you make a Telnet connection to a port the normal protocol processing will stop
for the duration of the connection. The UWS will break the connection and resume normal
operation connection when the timeout specified here has elapsed without any activity on the
Telnet connection.

IMPORTANT:  Unlike the other administration pages, Network Settings will not be immediately
saved when you click on the Save button.

After changing the IP, NetMask or HTTP Port you will have 5 minutes to return to
the Administration page before the changes are saved. After 5 minutes the
Network Settings will revert to their pervious settings. This is a failsafe delay
designed to prevent setting an unreachable network configuration.

If you will be unable to return to the Web Station Configuration page within 5
minutes, turn off the power to the UWS until you can access the Web Station
Configuration page. The 5 minute timer will reset when you apply power.

Should you make a mistake in setting up the Network Configuration, wait 5
minutes with the UWS powered up then try again.
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ASM UNIVERSAL WEB STATION

| Elactronics, Inc. b R1)

Network settings have been modified!

he Universal Web Station will be set to the new settings in
approximately 30 seconds. This change is only temporary. You must
return to the Universal YWeb Station Configuration page within 5
minutes before the changes will become permanent. After 5 minutes
he Wyeb Station will revert to previously saved settings.

New network settings:

1P Address:|[192.168.0.254
Netmask: [255 255 255 0
HTTP Port: [30
(Click hers 1o access (e Web Stelion using e new network sefings.

Administration

Network Changed Page

NOTE: The link on the Network Change Confirmation Page will not work in some cases. If
accessing the UWS through a Firewall, Bridge, or other device that translates IP
addresses the new address you entered will probably not be the address you need to
contact the UWS. You will not be able to contact the UWS until the Firewall or other
device is set up with the new address and you will need to use the IP address of the
firewall and not the UWS.
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Security Settings

Clicking on the Security Settings link on the Administration page will bring up the UWS Security
Setup page. From this page you change the administrator’'s password and set up additional users.
The Admin user is fixed and is always available.

If additional security is required, the UWS must be operated behind a Firewall or Gateway that
provides the additional security.

Unless the UWS is installed on a secure network, we recommend you change the Admin
password.

The User ID’s and Passwords may be up to 30 characters long. User ID’s are not case sensitive.
Passwords are case sensitive so watch your Caps Lock key when entering passwords.

For some firmware versions the User ID and Password are used for all functions. For the standard
application User ID and Password are assigned to specific functions.

“Default User Name and Password” sets the password of the fixed “Admin” User ID. This
password may be used for any function within the UWS.

User ID and Password under “Administration” heading is used for configuring the UWS through the
web browser and for FTP access.

User ID and Password under “PPP (Serial) Connections” is used with the PPP protocol only, no
other access is granted.

User ID and Password under “Telnet” is used for a Telnet connection only, no other access is
granted. The 3 check boxes below the User Name and ID specified which serial ports will require
the User ID and Password to be provided. If unchecked then an incoming Telnet connection will be
automatically routed to the serial port without any interaction by the UWS.

“PPP iZenial) Connecians

Security Settings Page (All User ID and Password are Administrators)

40 AGM Universal WEB Station User Manual



Software Configuration

Messaging Setup

The general purpose firmware version of the UWS have the ability to send E-Mail messages on a
periodic interval or on the change of state of up to 6 selected variables. To use this feature you
must have access to a SMTP server. A SMTP server is the common E-Mail server used by most
Internet providers for sending E-Mail messages. A local Intranet may also have a SMTP server set
up as part of a local mail system. You will need to consult with your Internet provider or Systems
Administrator for some of the settings required by the UWS.

To use the E-Mail messaging system of the UWS you will need to go to the UWS Message Setup
page and provide the following information:

1.

“To:” address. Enter the E-Mail address of the recipient for your message. You may send
messages to standard E-Mail mailbox, list server or web enabled cell phone. Format is:
name@domain.com.

Examples:
somebody@hotmail.com,
8005551212@messaging.sprintpcs.com (Cell phone message.)

“From:” address. Enter a valid E-Mail address where you would like error messages from
the recipients mail service to be sent.

When a E-Mail message is sent only some error messages are reported immediately by the
SMTP server. Other error messages such as a unknown address are reported back to the
“From” address.

You may enter the same address for both “To” and “From”. Be aware however that some
anti-SPAM software may block messages with identical “To” and “From” addresses.

“Subject”. Enter any text up to 63 characters long. Text entered here will appear on the
subject header of the E-Mail message.

“Message Variable” is the name or number of the UWS internal variable that will be sent
using the default message. Variables may be assigned a name using the “Select Variables
to Display” menu option.

“Retry Count” is the number of times a message will be attempted to be sent when an error
is detected sending the message.

“Retry Delay” sets how long the UWS should wait before attempting to resend the message
after an error is detected sending the message.

NOTE: The UWS will only retry when it detect a failure sending. The UWS can not
detect if the message reached its destination. Full mailbox or unknown
addresses can not be detected by the UWS. These types of problems are
reported to the senders E-Mail “From” address.
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7.

10.

11.

12.

42

“SMTP Server” is the name of the SMTP server on the network. Consult with your Internet
Server Provider or network administrator for the SMTP Server name or IP address. Use the
SMTP server from the provider supplying the Internet connection to the UWS. In an effort to
control SPAM, many providers will block access to clients that do not originate on the
providers network.

Leave the “SMTP Domain” box empty unless your SMTP server requires a specific IP
address or domain name for the “HELO” command processed by the SMTP server. Unless
a entry is made in this box the UWS will respond with it's own IP address for the “HELO”
command which most SMTP servers will accept. Check the messaging log after an
connection attempt has been made. If the connection is rejected after the “HELO”
command consult with your Internet Service Provider for the correct SMTP Domain address.

“SMTP TCP Port” is the TCP port used by the remote SMTP mail server. The standard
TCP port is 25 but may be different on some mail systems.

“Message Interval” indicates how often in minutes an E-Mail message will be sent by the
UWS. If you do not want to periodically send a message set to 0. The UWS will still send
messages due to alarm conditions described below.

NOTE: Due to the latency of Internet E-Mail you may not receive the E-Mail messages
immediately after the UWS sends the message. Delays within the SMTP server as
well as the server that receives and holds the E-Mail messages will have an impact
on when you receive the message. This delay can vary from within seconds to
several minutes. It is possible for a message to not be received even after several
hours if one of the servers is not functioning.

When using either the default E-Mail message or when generating a message on alarm
condition a “Message Variable” must be specified. Enter the UWS number of the variable
defined on the Translation Setup page in which you wish to monitor for alarm conditions.

“Next Update” shows the time of day when the next periodic message is due to be sent.
Enter the time of day when you want the UWS to start sending messages. Messages will
then be synchronized to the time entered.

“Message Variable” sets the UWS internal variable used to initiate a message based on an

event. Variables may be assigned a name using the “Select Variables to Display” menu
option. Up to 6 event variables or events may be specified.
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13. The “Send Message When” drop down list selects the alarm condition that will initiate a
message. The variable used for initiating a message is defined in the “Trip Variable”
described above. The following options are available:

“(Select Trip Condition)”
Indicates the event has been disabled.

“Trip Variable NOT EQUAL to 0"
E-Mail message will be sent when the specified “Trip Variable” has changed
from a zero to a non-zero value. .

“Trip Variable EQUAL to 0”
E-Mail message will be sent when the specified “Trip Variable” has changed
from a non-zero to a zero value. .

“Trip Variable has changed”
E-Mail message will be sent when the specified “Trip Variable” has changed.

“Trip Variable GREATER THAN Trip Value”
E-Mail message will be sent when the specified “Trip Variable” is greater than
the value entered for “Trip Value”.

This selection uses both “Trip Value” and “Dead Band” to determine when to
send an E-Mail message. One E-Mail message will be sent when the value of
the “Trip Variable” has increased to a value greater than the value specified
for “Trip Value”. The UWS will not send an additional E-Mail message until
the value of the “Trip Variable” has decreased below the “Trip Value” minus
the “Dead Band”.

“Trip Variable LESS THAN Trip Value”
E-Mail message will be sent when the specified “Trip Variable” is less than the
value entered for “Trip Value”.

This selection uses both “Trip Value” and “Dead Band” to determine when to
send a E-Mail message. One E-Mail message will be sent when the value of
the “Trip Variable” has decreased to a value less than the value specified for
“Trip Value”. The UWS will not send an additional E-Mail message until the
value of the “Trip Variable” has increased above the “Trip Value” plus the
“Dead Band”.

“Message Variable has Changed by Dead Band”

E-Mail message will be sent when the specified “Trip Variable” has increased
or decreased by the value specified by “Dead Band”.
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14. When either of the Greater Than or Less Than message options is selected the value
entered for “Trip Point” will be the trip point for sending out the message.

15. When used with the Greater Than or Less Than message options the value entered for
“Dead Band” will be used with the value entered for “Trip Point” to determine when the alarm
condition will reset. When used with the Changed menu option the “Dead Band” value will
determine by how much a variable must change before sending a message.

16. The Messaging Setup page has a “Test” button. The “Test” button is used to send a E-Malil
message manually. When clicked it will first save all you settings then initiate a message.
After the message is started, a “Message Sent” page will be displayed to allow monitoring of
the SMTP transfer.

See E-Mail Messaging section for more information about E-Mail messaging.

UnIVERSAL WEB STATION

| Electronics, Inc. ﬂ.,:u:nlﬁlF'} ]

UWS Messaging Setup

To:|

From:
Subject: T
Méssage Variable:||

Retry Count: o
Retry Delay: 0 |Minutes
SMTP Server Settings
SMTP Server: B
SMTP Domain: |
“SMTP TCP Port:|[25

Periodic Messaging
Message'ihierva'i:' D ~ Minutss
Next Update: M0 7(hih’m7m)
Meséaging Event #l
Trip Variable: I

Send Message When:|| (Sslect Trip Candiion) B -
Trip Value: [0.000000
Dead Band: |0.000000

Messaging Setup Page

UNIVERSAL WEB STATION

Sending Message

UWS Messaging Log

Started at: 4/04/2003 16:44 50

In Progress... Refresh

Sending Messaging Test Page
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Communications Settings

Clicking on the Communications Settings link on the Administration page will bring up the UWS
Ports Setup page. The contents of this page will vary depending on the firmware variation installed
in the UWS.

For firmware versions that support potentially incompatible protocols, the Reset Communications
Settings button at the top of the screen is used to reset all communications settings back to factory
defaults. This includes the communications port on this page as well as the Translation Settings
and Names used for WEB pages. It does not include Title, Clock Network or Security settings. For
messaging only the settings used for Automatic Messaging are reset. Before the reset will be
completed you must first click on the Reset Communications Settings button and the Yes button on
the confirmation page.

On the UWS Ports Setup page you will select which protocol will be used with each of the 4
possible communications ports and other port settings such as the baud rate used by the serial
ports.

Each port is designated by one of the following letters:
A RS232 serial port. Marked A on header overlay.
B RS232 serial port. Marked B on header overlay.
4 485 serial port. Marked 4 on header overlay. RS485 connections are next to the
power connection.
T TCP/IP port or Ethernet port.

“Protocol” is a drop down list indicating all possible protocols for the specified port. Not all protocols
may be available on all ports. Available protocols are:

Not Used

PPP (Server)

ASCII ModBus Slave

ASCIl ModBus Master

RTU ModBus Slave

RTU ModBus Master

DF1 Half-Duplex CRC (Slave).

DF1 Half-Duplex BCC (Slave)

DF1 Half-Duplex CRC (SLC500 Master)
DF1 Half-Duplex BCC (SLC500 Master)
DF1 Half-Duplex CRC (PLC-5 Master)
DF1 Half-Duplex BCC (PLC-5 Master)
SPM 9000 (Slave)

SPM 9000 (Master)

ICS (Master)

ASCII Printer

Route (Source)

Route (Destination)
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NOTE 1. Changing between some protocols will reset the Translation Setting for that port.
Translation settings are reset when you switch between two unrelated protocols.
Switching between DF1 and ModBus protocols will reset the Translation Settings.
Switching between ASCII and RTU ModBus will not.

NOTE 2: DF1 Half-Duplex protocols have different application layer commands for
accessing the PLC's registers. These commands are different between the
SLC500 and PLC-5 versions of AB PLC’s. The DF1 slave protocol will process
either register command. The master DF1 protocol requires the type, SLC500 or
PLC-5 protocol to be selected.

NOTE 3: “Route (Source)” and “Route (Destination)” are special settings that allow the
routing of AGM protocols.

When “Route (Source)” is selected for one of the serial ports and “Route
(Destination)” is set for Port T, any received messages starting with a $ followed
by the specified address will be sent to the Port T. All replies on Port T will be
sent to the serial port.

When “Route (Destination)” is set for the serial ports and “Route (Source)” is set
for Port T. All messages received from Port T will be sent to the serial port and
any messages received from the serial port will be sentto Port T. No $
addressing is required.

“Baud Rate” is a drop down list on Ports A, B, and 4, indicating all communications data rates
supported by the UWS. Supported data rates are: 300, 1200, 9600, 19200.

“Bit Format” is the data format used by the serial port. The first digit in the drop down list is the data
bits, followed by the parity then the stop bits. Most protocols use 8 data bits, no parity, and one
stop bit. The bit format must match the bit format used by the connected device.

“Half-Duplex RTS On Time” and “Half-Duplex RTS Off Time” set the time in milliseconds the RTS
line will remain active before any characters are transmitted and how long the RTS line will remain
active after the last character is transmitted. Unless you are connecting through a half-duplex
device such as a radio that requires this type of RTS control, leave both settings to -1. The RTS
control used by these settings is not the same as RTS/CTS flow control.

When used with a slave protocols, “Common Address” specifies the device ID or address the UWS
will respond to. You should always enter a valid address in this field when the UWS is using a
slave protocol.

When used with a master protocol “Common Address” can be used to enter a common Device ID
or address for contacting one PLC. If the UWS will be interfacing with more than one PLC on the
selected port you must enter -1 here and the Device ID or Address for each variable to be

translated on the Translation Setup page. If only connecting to one PLC on the selected port, you
may enter the address here and you will not need to enter the Device ID on the Translation Setup

page.
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When used with TCP/IP ModBus protocols, the “Common Address” is not typically used. In the
TCP/IP variation of the ModBus protocol the device address is optional and may be ignored by
some implementations.

“Update Interval” is only used for Master protocols. It defines how often the UWS will poll the
remote PLC. You can leave this setting to 0 and the UWS will continuously poll the PLC. If
however you are connecting to a remote PLC over a phone line or radio you may not want to
communicate continuously. In that case enter how often in seconds you wish the UWS to
communicate.

“Update Interval” only effects polling done by the UWS. When the UWS needs to write to a remote
PLC the write will happen as soon as the UWS can make the update. Unless other writes are
pending this will be when the UWS completes its current read or write cycle.

The “Communications Fail Interval” is used to override the default setting the UWS uses for
determining when communications has failed. It is used by master protocols only. Setting to 0.0
will use the default times of 1 to 2 seconds depending on the protocol. You should change this
setting only when your device is slow to respond, or after your system is up and running to reduce
throughput should a connected device has failed. Changing this setting will have no effect on
throughput when all devices are communicating, only when one has failed. It will also have no
effect if only one device is connected.

Some protocols of the UWS have the ability to request a single variable or block of variables when
communicating. Checking the “Turbo Mode” checkbox enables the block reading of variables.
This may improve your throughput however not all PLC’s can handle the long block reads. When
using this mode the UWS will attempt to read unused registers as well as those required for
translation. This can cause some devices to report an error in place of the requested data.

The T port contains an entry for a “TCP Port” number this port number is TCP port the UWS will
listen on for a connection from a remote Ethernet device. For ModBus the standard port is port
502, however any valid TCP port number may be used to allow operation through a firewall.

The “Pass Through Mode” check box enables the UWS to pass communications transparently
through the UWS. This gives the UWS the ability not only to translate communications but to
perform as a RS232 to RS485 converter as well. This feature will also allow the UWS to be
installed between two RS232 devices simplifying some installations. This option is only available
for the slave or “Not Used” protocols. At least 2 of the 3 serial communications ports must have
this check box checked. No filtering is done on the communications. All data received by one of
the selected port will be transmitted to the other selected communications ports. The UWS will still
monitor and respond to communications commands that match the address of the UWS. See
Appendix K for more information.

Port A and B contain additional settings that are used for the PPP protocol only.

“PPP IP Address” is the IP address that the UWS will use once the PPP connection has been
established.
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“Connected to Modem” checkbox indicates the UWS is connected to a modem and “Modem
Initialization” must be sent to the modem and the “Connect Message” must be received before
attempting a PPP connection.

“Monitor DCD” and “Monitor DRS” checkboxes are used by the UWS to determine when to initialize
the PPP connection and when to close a PPP connection.

For most applications the RS232 Data Carrier Detect line may be used to detect the presence of
either a Modem or Null-Modem cable. Check this box only if you will be using a direct connection
via a Null-Modem cable or if the Modem can be set up to automatically answer and make a
connection without any intervention by the connected device. For these types of modems the
modem will connect automatically and indicate the successful connection via the RS232 DCD line.
When the UWS detects the DCD line, the UWS will initialize the PPP connection.

For some cases such as a modem that requires initialization you will need to monitor the RS-232
DSR line and not the DCD line. For these types of connections the DSR line is monitored by the
UWS to determine when the modem becomes active. The UWS then sends the text specified by
“Modem Initialization” and then waits until the text specified by the “Connect Message” is received
before initializing the PPP connection.

“Modem Initialization” and “Hang Up Command” set the text messages used by the UWS to either
initialize the modem or to hang up the modem. “Connect Message” is the text message the UWS
will use to determine when the modem has made a connection.
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UniversaL WEB STaTION UniversaL WEB STATION

Electronics, Inc.

UWS Port Setup
Port A (RS232)

Protocol: | DF1 Halt-Duples CRC [SLCS00 Master)

UWS Port Setup
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Port A [RS232)

FPP (Server)
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Baud Rate: | 3600 |~
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Connect Message: |CONNECT
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UWS Communications Port Setup
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Multi-Page Navigation

While most configuration settings are a single page. The Translation Setup and Select Variables to
Display configuration is spread over 50 pages. Each page accommodates 20 register definitions

for a total of 1000 registers.

At the bottom of the configurations pages are additional buttons and links. The buttons under the
“Save” button are used for saving the current configuration and advancing to one of the other
pages. The links at the bottom of the page above the “Administration” link are used to select a

page without saving.

Administration

UWS Navigation Buttons and Links

Save Button

Reset Button

Previous Button

Next Button

Numeric Buttons

Previous Link

Next Link

Numeric Links

Administration Link

Saves the current settings and returns to the Administration Home page.
Resets all settings to saved values.

Saves the current settings and goes to the previous page. If already on page 1 then
page 1 will be displayed again.

Saves the current settings and advances to the next page. If the last page is already
displayed then the last page will be selected again.

Saves the current setting and goes to the selected page.
Displays the previous page without saving any settings.
Displays the next page without saving any settings.
Displays the sleeted page without saving any settings.

Displays the Administration Home Page without saving any settings.
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Translation Setup
This section contains settings for the general purpose UWS only. For the Data-Command version
see the Data-Command 1/O Translation section.

Translation Setup page is the key to setting up the UWS for use as a data translator or as a router.
With this page you will define the following elements required for translation.

1. Register Number of each variable to be translated. In all cases the register numbers
entered will match the register numbers used by the PLC.

The register number for DF1 protocols is a single letter (B, F, I, N, O, or S) followed by the
file number, address, and bit number depending on the register number used.

The register numbers for ModBus will be number starting with either a 0, 1, 3, or 4. Where 0
is coils, 1 discrete inputs, 3 word inputs, and 4 holding registers. For ModBus 1 discreet
inputs and 3 word inputs read only.

Register number for a AGM Electronics Inc. ICS are the wiring numbers. These are the
number supplied with your ICS documentation. Typical register numbers are W600, W601,
W?700, etc.

Register numbers for a SPM 9000 are the variable numbers. These numbers are supplied
with your Data Handler documentation.

When the UWS is used for routing from a serial port to Port T, register numbers will not be
used only the device ID or address. When the UWS is set to route from Port T to a serial
port no additional settings are required. When routing the AGM protocols used by the
SPM9000 and ICS are encapsulated in a TCP/IP packet and are not processed or modified.

2. Which port that will be considered the source. The source port is very important when using
any of the Master protocols. The register selected as the source will be source of the data.
When used with a Master protocol the source selects which registers the UWS will read
from the remote PLC. Registers not selected as the source are assumed to be destinations
and will be written by the Master protocols.

When using Slave protocols, the slave may read and write any register. When a register
has been designated as a source on a slave protocol, and a Master protocol is running on
the other port, the Master protocol will write the updated data to the remote PLC on it's port
when the PLC writes to the port running the slave protocol.
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Examples

DF1 PLC UWS ModBUs
(Master) (Master)

\4
A

Configuration 1.  Both PLC’s connected to the UWS are Masters on their
respective networks. Transfer of data is controlled by the
PLC. The role of the UWS is just a depository of data
written by either PLC.

. Software Configuration

DF1PLC Uws ModBus
(Master) (Slave)

\4

Configuration 2. One PLC connected to the UWS is a Master the other
PLC is a slave. The UWS is setup to be a Slave to the
Master PLC and a Master to the Slave PLC. The UWS
will perform 2 roles. First the UWS will poll the Slave
PLC for data to fill it's internal register table for the
Master PLC to read.

Secondly when the Master writes a register the UWS will
translate and write the data to the Slave PLC.

The Source designation indicates to the UWS which
registers are supplied by the Slave and must be read
and which registers must be written to the Slave when
written by the Master.

DFLPLC |, uws ModBus

Configuration 3.  Both PLC's are connected to the UWS are slaves the
the UWS. The UWS is setup to be a Master to both
PLC’s. In this configuration the UWS will control all
transfers of data. The Source designation indicates
which PLC is supplying the data and needs to be read
and which PLC needs to be updated.
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UWS (2) or
o > UWS@) Ethernet to —» AGM
Electronics ; Eleotonics
Inc. GPM or Serial e
TakeCharge Converter ICé
Software "
UWS (3) or
Ethernet to AGI\/I.
»| Serial .| Electronics
Converter Inc.
ICS
#2

Configuration 4.  The UWS is set up as a router to route commands from
a AGM Electronics GPM or AGM Electronics Inc.
TakeCharge Software to 2 or more ICS’s connected via
Ethernet. UWS (1) is set up with the “Route (Source)”
for the serial port and Port T at the “Route (Destination)”.
UWS (2) and UWS (3) are set up with the “Route
(Source)” as Port T and the serial port as “Route
(Destination)”.

3. Size of the data to transfer. Generally the type of register is used to determine the size of
the data to transfer. However there are cases where special handling is required.

e Long Integers.
e Floating Point.
e Other Multi-byte formats.

ModBus Registers are defined as 16 bit words. This definition presents a problem when
working with long (32 bit) integers or floating point numbers which will not fit within a single
ModBus register. To accommodate some types of multi-word translations a drop down list
box is provided to indicate the size or type of data for the register. We a selection is made
other than “Integer (16 bits) consecutive registers will be used to hold the 32 bit value for
either long integers or single precision floating point. In addition to the size Floating Point
also indicates to the routines serving WEB pages that the value should be displayed in
floating point rather than integers.

NOTE 1: Double precision (64 bit) floating point as well as other data formats may be
transferred through the UWS, however they will not be available for WEB pages.
To use the UWS for multiple word transfers set up the required number of 16 or
32 bit consecutive registers. It will be up to the programming within the PLC’s to
decode the multiple registers.
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NOTE 2: Although the size drop down list box is displayed for every register, the setting of
the list box is not always used.

For both ModBus and DF1 the bit types of data will be broken down to their
individual bits.

For DF1 only the Integer “N” registers will use the size settings for defining long
integers.

NOTE 3: When used with ModBus 32 bit long integers or floating points values may have
either the first register used for the least significant or most significant word.
Select “Long (32 bits) LSW 1% or “Float (32 bits) LSW 1°" if the first register
contains the least significant bits. Select “Long (32 bits) MSW 1* or “Float (32
bits) MSW 1°" if the first register contains the most significant bits.

The first column on the Translation Setup page is the internal number used by the UWS and the
remaining 4 columns represent each of the possible 4 ports. Each row within the table represents
one register that will be transferred and translated.

Each page of the Translation Setup is limited to 20 variables and there are 50 pages to allow up to
1000 variable translations. The settings within each column will vary depending on the protocol
selected. All columns will have a text box for entering the register number and a radio button for
selecting the source of the data to translate.

If a Master protocol is used and “Common Address” was set to -1 then an additional text box is
displayed. The text box preceded by “Dev:” is where you will enter the Device ID of the PLC that
contains the defined data. Typically this will only be used with the RS-485 port or when multiple
devices are connected over a radio link.

When used with Ethernet master protocols such as TCP/IP ModBus, the “Port T” column may
contain additional text boxes for entering the “IP address” and “TCP Port” number. Standard “TCP
Port” setting for TCP/IP ModBus is 502. The “Dev” address is optional for many implementations of
TCP/IP ModBus protocol and should be set to 1 if not used.
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UniversaL WEB STATION UnIvErsaL WEB STATION

Electronics,

UWS Translation Setup UWS Translation Setup
Page 1
Port B Portd Port1 | PortA PortB | Port4 PortT
ASCI ModBus (Slave) Mot Used Mot Used | Hot Ussd Hot Used ASCIIModBus (Slave) TCF;;I:;:;;E)‘BUS
o0 1P 1921660254
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&N & Source © Source
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@ Source

UniversaL WEB STATION
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UWS Translation Setup Pages
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Data-Command 1/O Translation
This section contains settings for the Data-Command version of the UWS.

The 1/0 Translation Setup page is the key to setting up the UWS to link the registers from a remote
PLC to the 16 analog and 32 discrete I/O variables used by Data-Command. With this page you
will define the following elements required for translation.

1. Register Number of each variable to be translated. In all cases the register numbers
entered will match the register numbers used by the PLC.

The register number for DF1 protocols is a single letter (B, F, I, N, O, or S) followed by the
file number, address, and bit number depending on the register number used.

The register numbers for ModBus will be number starting with either a 0, 1, 3, or 4. Where 0
is coils, 1 discrete inputs, 3 word inputs, and 4 holding registers. For ModBus 1 discreet
inputs and 3 word inputs read only.

Register number for a AGM Electronics Inc. ICS are the wiring numbers. These are the
number supplied with your ICS documentation. Typical register numbers are W600, W601,
W700, etc.

Register numbers for a SPM 9000 are the variable numbers. These numbers are supplied
with your Data Handler documentation.

2. When using multiple PLC’s you will also need the DF1 Node, Device ID, or Device Address
and UWS communications port which connects to the PLC.

Examples

Data- UWs DF1 Master

\4
A

Configuration 1. A single PLC connected to the UWS. Protocol, Node,
Device ID or Device Address and communications port
used selected in the Port Settings.

The Source designation indicates to the UWS which
registers are supplied by the Slave and must be read
and which registers must be written to the Slave when
written by the Master.
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Data > UWS > PLC #1
Command
PLC #2
Radio —
» System
> PLC #3

Configuration 2.  In this example the UWS is set up to collect data from 3
different PLCs. One PLC is directly connected to Port A
on the UWS. The other two PLCs are connected to the
UWS via a radio system connected to Port B on the
UWS. In this example you will need to set up the
protocols and baud rates for the two ports in the Port
Settings and the DF1 Node, Device ID or Device
Address in the 1/O Translation section.

3. Size of the data to transfer. Generally the type of register is used to determine the size of
the data to transfer. However there are cases where special handling is required.

e Long Integers.
e Floating Point.

With the exception of the DF1 “F” registers, registers used by DF1 and ModBus uses 16 bit
integers. This definition presents a problem when working with long (32 bit) integers or
floating point numbers which will not fit within a single ModBus register. To accommodate
some types of multi-word translations a drop down list box is provided to indicate the size or
type of data for the register.
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Data-Command displays values as floating point. The conversion from the integer to
floating point values will be performed by the UWS.

UnivErRsAL WEB STATION
Electronics, Inc.

Data-Cormmand Application, OF1 (firmware version: 1.00)

Analog I/O
# |NU | Is Output DF1 Register DF1 Node Comm. Port
1 ||:E O NOO7:000 16 bits ~ [1 PortA v
2 |.m MNO07:001 | [1B bits h Port 4 (v
3 O | [15bits = [1 Fort (v

UWS Data-Command Translation Setu

The Data-Command I/O Translation page is divided into two sections. The first section is for
Analog 1/0 and the second section is for Discrete I/O.

The first column on the Translation Setup page is the Data-Command variable number.

The second “NU” column indicates if the variable is not used. Uncheck this box to use the variable.
If the box in this column is checked then the variable will always be reported as 0 to Data-
Command.

The “Is Output” column indicates if Data-Command can write the variable. When checked the
UWS will accept a write from the Data-Command web site and the specified register will be written.
If unchecked then the Data-Command web site can only read the variable.

The next column contains the register number that will correspond to the Data Command variable.
The text entered must be a valid register number for the selected protocol.

The drop down list following the register number indicates the size of the register. Some protocols
use a 16 bit integer storing data, however the UWS can pair registers to form a 32 bit register.
Select “32 bits” to enable this option. In the case of registers that inherently use a larger data size
such as DF1's “F” registers this list box will have no effect.

The following column is only displayed when the UWS has been set up to access multiple PLC’s
and is using a Master protocol. The “DF1 Node”, “Device ID”, or “Device Address” column contains
the device address of the PLC which contains the register with the data.

The last column is only displayed when multiple communications ports have been set up. The drop
down list indicates the port connected to the PLC with the required register data.
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Select Variables to Display

The Select Variables to Display options is only available on the general purpose UWS. The Data-
Command firmware version does not contain this option.

Clicking on the Select Variables to Display link on the Administration page will display one of the
pages used for defining the names and units of registers displayed on the default WEB page of the
UWS. The defined names will also be used as tags when designing custom WEB pages.

The first column on this page is the register number. This number matches the number on the
Translation Setup page. The third column is the source register as defined on the Translation
Setup page. The top letter represents the port number either A, B, 4 or T. The second line is the
register number.

On this page you can set up the following.
1. The check boxes indicate which registers will be displayed on the default WEB page.

2. The Tag Name column is used on the default WEB page and by custom web pages. The
default WEB page will display the text entered here before the value of the register. When
creating a custom WEB page the text entered here will be the Tag Name. See the Custom
Web Pages section for more information.

3. The Units column is used for entering the units. The text entered here will be displayed after
the values on the default WEB page as well as custom WEB pages. In the Translation
report page

4. The Decimal Point Format column has a drop down list box that will allow you to select the
precision of the decimal point when displaying floating point or integer number. When used
with integers the integer value will be adjusted by the decimal point. For example the integer
1234 will be displayed as 12.34 when a decimal point of 0.00 is selected. This will allow you
to work with Integer registers that assume a fixed decimal point.

(firm

UnivErsaL YWERB STATION
Electronics, Inc. i arsian: 2.01]

a1

UWS Variables to Display Setup

uws On . Decimal Point
Number |Home Name Tag Name it Format

A
' | " | Botyioogog  [BOTE/ORO00 I [Deteut =]
A
2 | | Botajogogs  JBUTCO0T I [Deteut =]
A | =
‘ * "_ ‘ Bota/ooggy  |EUIHON | [Oereu =]

UWS Variable to Display Setup page
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Translation Report

The top section of the Translation Report page provides a listing of all registers being translated or
used by the UWS. It also provides any Names and Units used for creating WEB pages. The
bottom section indicate the communications protocols and settings for each of the four ports.

\ UNIVERSAL WEB STATION
Electronics, Inc. {firmware version: 2.01)

UWS Translation Report

H:‘r’r?her Source® Destination(s)® Tag Name (Units) | D:‘:i’:fl
[ 1 aB01%/00000] BOOOOT | B013/00000 ()
[ 2 |[aB01Zi00001| BOOOOZ | B012/00001 ()
[ 2 |[aBo12/0000Z] BOOODZ | E012/00002 ()
[ 4 |[aB012/00003] BOOOO4 | B013/00003 ()
[ 5 laBo1zooo04] BoooDs | B013/00004 ()

Source and destination addresses are prefized by the port letter

If multiple devices are connected to the same port then the device address is specified by a

Note "@" following the address
The following table shows the settings used on each port.
‘ Port | Address | Protocol | I;aud
ate
\ A [ 1 [ DF 1 Hal-Duplex CRC (Waster) [ 19200
\ B [ 1 [ ASCI ModBus (Slave) [ as00
4 [ Mot Used [ 9800
T [ Mot Used [ por 502

UWS Translation Report
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Telnet

This option is not available on the Data-Command UWS.

You may access a connected device via the Ethernet connection. Follow the following steps to
connect and access a connected device using Telnet:

1. Configure your Telnet program to connect to the UWS. Use the IP address and port
number you entered in the Network Settings Administration page. Each serial
communications port has its own TCP Port number. Use the port number that matches the
serial communications port.

2. When connected you may be requested for a user name then a password. Use the user ID
and password defined in the Security Settings Administration page.

3. All characters typed on the keyboard will be sent to the connected device. All characters
sent from the connected device will be sent to your Telnet program for display.

4. When done, disconnect from the UWS. Depending on the port used, Telnet will suspend
normal operation of the communications protocols.
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Custom Web Pages

This option is not available on the Data-Command UWS.

Creating a Web Page is optional when using the UWS. The Default Home Page can be used to
display all data collected from a connected device. The UWS also supports customized web pages
for the users who want a more customized look.

Creating a custom web page requires 3 steps. Creating your web page, downloading your web
page to the UWS, and then testing your web page. Creating and downloading your web pages are
discussed below.

Creating your Web Page

To create your web page you may use any Web Authoring tool. Designing a web page for the
UWS is no different from designing a web page for any other HTML server with the following
exceptions:

1. The UWS does not have the speed and throughput of a large server computer. Therefore,
there are limitations on the size and number of files used. While the UWS can handle large
graphics you will not get the same performance as a faster computer.

2. With the exception of the server side includes (SSI) defined below, custom CGl or other
routines are not supported. Java scripts that run on the client may be used.

To access the variables and other information contained within the UWS include the following in
your HTML file where the variable information is to be displayed.

<l--#echo var='"tag name''-->

This is the standard syntax for accessing the variables of the UWS. To use copy the text
exactly as shown but replace tag name with the name you entered while configuring the
UWS.

Example: <l--#fecho var="Depth (Main) "--> Will place the Depth measured by the
ADFM Flow Meter into your web page. The text displayed will include the
formatted value and units.

<l-—#echo var=""*SiteTitle""-->
<l-—ffecho var=""*SiteLocation" —->
<Il-—#echo var=""*SiteDescription""—-=>

The above will include the Site information as entered on the Titles Setup page when you
configured the UWS.

<l--#fexec cmd=""*Get RTC"-->
The above will include the current UWS time.
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<I--#exec cmd=""*Get Last Update''-->
The above will include the date and time the UWS received an update from the connected
device.

Downloading your Web Page

After you have created your web pages you will need to download them to the UWS using a
standard FTP program. Specifics for using the FTP program are not covered in this document due
to the variations in programs.

UWS Limitations:

1. Anonymous use is not supported. Before viewing or modifying the files within the UWS you
must log on with a User ID and password that has Administration level permissions.

NOTE:  While testing the UWS we have found that some versions of Microsoft Internet
Explorer will hang up if you attempt to access the UWS by the IP address
only. You must us the syntax of admin@192.168.0.251 each and every time
you access the web page. Netscape’s Internet Browser and other FTP
programs do not have this problem.

2. Subdirectories are not supported. This limitation should also be kept in mind when
designing your web pages.

3. The maximum file name is 30 characters.
4. Only copying to and from the UWS or deleting a file is supported.

5. Only 14 user files are supported provided the file size does not exceed 64K bytes. If over
64K bytes reduce the number of supported files by 1 for each 64K bytes exceeded.

6. All web pages must have the extension of .htm or .html if they include any of the SSI links
described above.
Uploading or Downloading:
All files may be copied either to or from the UWS using your FTP program. Old files may also be
deleted.

NOTE: The files ending in “.bin” should not be deleted. These files contain the configuration of
the UWS. DO NOT DELETE!

Setting the Default Page:

The name of the default UWS web page is Index.htm. When you design your web pages, give this
name to your default or home page.
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E-Mail Messaging
This option is not available on the Data-Command UWS.

The UWS has the option of sending an E-Mail message on a periodic interval, on an alarm
condition, or both.

The message sent may be either a built in message displaying one variable of your choice or a
custom message containing as many variables as required.

No action is required, beyond setting up the Messaging, for the default message. To use a custom
message create a text file called “Message.eml” and use the same commands described in the
Custom Web Pages section. If your E-Mail client supports HTML messages you may even create
HTML E-Mail message using a HTML editor. For plain text message, used any text editor such as
Windows Notepad. Regardless of how you create your message the message must be
downloaded to the UWS with the name “Message.eml”.

You may also create custom E-Mail messages for each of the events. For a event specific E-Mall
message use “Messagel.eml’, Message2.eml”, up to “Message6.eml” in place of “Message.eml”.
“Messagel.eml” is the message for event 1 only. “Message.eml” is used for periodic messaging or
when the event specific message is not found.

Below are samples of a default message and more information on creating a custom message.

Default E-Mail Message

The default E-Mail message is designed for displaying a single variable only suitable for web
enabled phones and any E-Malil client. The variable displayed is selected on the Messaging Setup

page.
1. Time the selected variable was last updated.
2. Description of the selected variable as defined on the Variable Definition page.
3. The latest reading from the selected variable.

Example of the default E-Mail message:

Time:

04/01/2003 12:00
Description:
Tank Level
Reading:

12.3 Feet
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Custom E-Mail Message

If more detail is required beyond the single variable status provided by the Default E-Mail message
you may create a custom message. Creating a custom message is the same as creating a custom
HTML page with the following exceptions:

1. Using a HTML editor and HTML tags are optional. The command tags used in a custom
HTML page are the same for a plain text E-Mail message. Below is an example of a custom
message page that provides two variables. The sample is in plain text but could have been
created as a HTML page as well.

Dear Joe,

At <I--#exec cmd=""*Get_Last Update'--> the water
In the <I--#echo var="*SitelLocation''--> reached
<I--#fecho var="Depth"-->. It’s temperature was
<l--#echo var="Temperature-->.

Your UWS.
The message created would have looked like the sample below:

Dear Joe,

At 04/01/2003 8:00 the water In the tower tank reached 10 Feet.
It’s temperature was 63 Deg F.

Your UWS.

2. Only one E-Mail message is supported and the message must be named “Message.eml”
whether written in plain text or HTML .

Download this file to the UWS using FTP the same as any custom HTML pages. See the
Custom Web Pages section for more details on how to download the file.
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E-Mail Diagnostics

During normal operation a E-Mail message will be sent automatically in response to the periodic
interval or variable defined in the Messaging Setup page. This message will be sent in the
background without affecting any other features of the UWS. Any errors or problems encountered
sending the message will not be displayed as part of the normal operation of the UWS.

When a E-Mail message is sent over the Internet at least three computers are typically involved.
The client computer, the SMTP server, and the POP3 Server. The client is the UWS. The SMTP
server is provided by your Internet Service Provider to handle outgoing E-Mail. The POPS3 server
is provided by the recipients Internet Service Provider and is used for holding received E-Malil
messages.

To assist in resolving E-Mail problems the UWS provides a log of it's last E-Mail transaction to the
SMTP server. This log holds any error messages generated by the dialog between the UWS and
SMTP server. It does not contain error messages generated by the recipients POP3 server.

POP3 error messages are sent to the E-Mail address listed in the “From” field of the message. For
this reason we recommend you use a real “From” address when configuring your UWS. Under
normal conditions you will not receive any E-Mail messages from the POP3 server, however if the
recipients E-Mail box fills up or if you make a typo in the “To” field of the Messaging Setup page, the
only way to detect the error is through the E-Mail message the POP3 server will send. The UWS
can not detect these types of errors.

To troubleshoot problems on the SMTP side of the message go to the Messaging Setup page.
Included on the Messaging Setup page are two tools to help you troubleshoot messaging
problems.

The “Test” button will force the UWS to send a E-Mail message. After making any changes to the
Messaging Setup you should always force an E-Malil transfer to check for errors.

The UWS Messaging Log located under the Message Settings and is from the last E-Mail
message. When you click on the “Test” button the “Message Sent” page will also contain this log
however it is for the message currently being sent..

If the last entry in the log is “In Progress”, then the UWS is currently sending a E-Mail message.
Click on “Refresh” link to update the log.

If the only entry is “Log Empty” then the log is empty. In this case no E-Mail messages have been
sent since power was cycled on the UWS.
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Below are descriptions of additional log entries:

1.

“Messaging Not Configured!”. Indicates when the UWS has not been completely configured
for sending E-Mail messages. You must provide settings for “To”, “From”, “Subject”, “SMTP
Server” and either a custom web page or “Message Variable” before you can send any E-
Mail messages.

“Started at:” Indicates when the E-Mail message was started.
“Sent:: Indicates text sent to the SMTP server.

"Received:" Information received from the SMTP server. Errors from the SMTP server will
appear in one of these fields. No data is hidden. It is normal to see strings of characters
that may look like garbage. The content is beyond the scope of this documents. The full
response is provided in this log to assist your Internet Service Provider in resolving any
SMTP server problems.

“Socket Closed!”, “Socket Timeout!”, or “Error Opening Socket!”. These three error
messages indicate a TCP/IP socket problem. “Error Opening Socket” may be caused by a
incorrect SMTP Server name. “Socket Closed” and “Socket Timeout” are caused by an
unexpected closing of the socket by the SMTP Server. All three messages indicate
problems connecting to the SMTP server, they may be caused by network problems as well
as SMTP server problems.

"Connected!", "Sending Message!", "Message Written!", and "Connection Closing!" are
normal progress indicators and do not indicate a error or problem.

"Done!". Indicates the UWS has completed sending the message.

| Save lest Reset |

‘ UWS Messaging Log
| Log Empty!

Sample log when no E-Mail messages have been sent.
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UWS Messaging Log

Started at: ‘4]041’2003 16:44:50

Connected!

2205 --fe04. com ESMTP
server (Interhfail vI.4.04.00.00 201-232-137
Received: license
decdeBdchBfc01caBiB654c982ecB526) ready
Eri, 4 Apr 2003 18:45:48 -0500

Sent: HELO 182.168.0.251

Received: 2507 ° -fe04

Sent:

MATL FROM
< @yahoo com>

In Progress... Befresh

Sample log. Typical E-Mail message in progress.

Sent: WATL FROM: < @yahoo. com>

Received: |250 Sender = (@yahoo.com> Ol

Sent: |RCPT TO: < @hotmail com>

Received: 250 Eecipient < (@hetrnail com> Ol

Sent: DATA

.1 1|354 Ok Send data ending with
Received: !<CRLF> <CRLE>
From: < @yahoo cem>
Sent: To: < (@hotmail com=
Subject: Testing WS

Sending Message!

Message Written!

250 Message received:
Received: [20030404234553. NZYT18411.
fe04@ 1

Sent: |QUIT

Revsss P2 04 com ESMTE
1 |server closing connection

Connection Closing!

Done!

Sample log. Typical E-Mail message completed.
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Diagnostics

Indicator Lights

To assist you in diagnosing possible communications problems the UWS is equipped with 10
indicator lights.

NOTE: Transmit and receive lights for the RS232 serial ports are not the lights nearest to their
respective serial port. With the Ethernet connector on the bottom, Port A is on the left
while the two lights corresponding to Port A are on the right. Port B is on the right while
it's corresponding lights are on the left.

Light Action Description.
(Red)R Ooff Normal Operation
(Red)R On Steady Supply voltage below minimum threshold of 10V. May also be caused by a internal failure of
the USW.
(Red)R Periodically flashing Indicates a possible internal failure. May also be caused by unstable power supply.
(Red)R Flashes once on power up. Normal Operation.
(Green)P On Steady Normal operation. Port B is in the RS232 mode.
(Green)P Off When all lights are off including this light there is no power to the UWS.
(Yellow)X4, Off The UWS is not transmitting any data out the serial port.
XA, XB
(Yellow)X4, On steady After power up the light may remain on until the processor is initialized. If the Red “R” light is
XA, XB also on see the description for the “(Red)R” light. If the “R” light is not on then there is a
hardware failure inside the UWS.
(Yellow)X4, Flashing Normal operation. This light will flash with each character transmitted out the serial port.
XA, XB
(Yellow)R4, Off Indicates the UWS is not receiving any characters. This may indicate a connection problem
RA, RB with a connected device.
(Yellow)R4, On Steady Indicates a connection problem.
RA, RB
(Yellow)R4, Flashing Normal operation. The light will flash with each character received through the corasponding
RA, Rb port.
(Green)LNK Off Indicates the DC is not connected to an Ethernet Network.
(Green)LNK On steady Normal operation. A network cable is connected to the UWS.
(Green)LNK Flashing You may have a connection problem. Ethernet connections to the UWS may be intermittent.
(Yellow)Act Off Indicates there is no activity on the Ethernet connection.
(Yellow)Act Flashing Normal operation when connected to a Ethernet network. Indicates there is some form of

activity on the Ethernet network. Even if the UWS is not currently being accessed this light
will flash.
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Ethernet Connection Problem
Description of problem:

Due to the way computers and other devices operate when using an Ethernet and IP addresses a condition can occur
which causes a temporary communications failure. Under normal conditions you will not see this problem but when
troubleshooting a system this problem may occur.

If you are communicating with one UWS or other communications device and swap that device with another Ethernet
device with the same IP address, you may not be able to connect to the second device. But if you reconnect the first
device, communications seems normal. This may lead to you thinking there is a problem with the second device. You
may also think the second device is intermittent, as sometime you can make the swap without problems.

Example:

DC #1 has the default address of 192.168.0.251. You connect and configure the DC without any problems. As you will
not be using the Ethernet connection except for configuration you do not change the IP address.

Next you disconnect DC #1 and replace it with DC #2. DC #2 is also set up at the default address of 192.168.0.251.
You find that it suddenly takes longer for the default page to be displayed and when it does the time is the same as the
last page displayed with DC #1. You also find that you can not get to the administration page.

Next, you give up and go get a cup of coffee. When you return you try again and now you can communicate with DC
#2.

The Problem:
Caching.

If you have browsed the Internet at any length you are probably aware of how Microsoft's Internet Explorer and other
web browsers cache web pages. If you attempt to connect to a site and a connection is not successful, the web browser
may pull up the last page displayed from the site you were trying to access.

What is not obvious is that other information is cached. Specifically, in the case of Ethernet, a MAC (Media Access

Control) address is cached. Ethernet uses the MAC address for transferring data and not the IP address. Ethernet
uses the IP address to find the MAC address and once the MAC address is found, it is placed in a cache on your
computer. Your computer then uses the MAC address from the cache to communicate with the remote device. The IP
is not used again until the MAC address is flushed out of the cache.

The problem is not with the DC or any other Ethernet devices. It's with the devices being asked to do something that is
abnormal. Caching was designed to make Ethernet more efferent and under normal conditions you would not see this
problem.

The Fix:
To fix the problem you need to clear the cache. You can either wait until the cache expires and clears itself, or you can
take actions to clear the cache. If using Windows XP you can clear the cache by opening your Ethernet connections

and selecting repair. See your Windows help files for specific instructions. Older versions of Windows require restarting
your computer. Other devices may also require restarting.
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Technical Support

AGM Electronics, Inc
PO Box 32227

Tucson, AZ 85715 USA
Phone: (520) 722-1000
Fax: (520) 722-1045

www.agmelectronics.com
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Frequently Asked Questions

Q. How can | restore my UWS configuration settings back to the

factory defaults?
A. The UWS may be restored to the factory defaults by performing the following steps:

72

NOTE: Following this procedure will erase all configuration data within the UWS. ltis

10.

11.

12.

intended to recover from problems where the configuration table has been
corrupted and you are unable to communicate with the UWS.

Turn off the power to the UWS.
Connect a computer to either Port A or B using a null-modem cable.

Load Hyperterminal or other terminal program and set the communications settings to
9600 baud, 8 data bits, 1 stop bit and no parity.

Turn on the power to the UWS and enter “reset web station” without the quotes and
followed by the enter key. You must enter this within the first 10 seconds the UWS has
been powered up.

When prompted enter “YES’ without the quotes to verify that you wish to reset.

If successful a message indicating the web station has been reset to factory defaults will
be displayed.

Without powering down the UWS, go to the Web Station Configuration page and click on
the “Save Configuration” button.

If you have made a back up copy of your configuration continue with the following steps.
If you do not have a back up copy you will need to reconfigure the UWS. If your UWS
was shipped pre-configured, you will need to contact Technical Support to obtain a copy
of how the UWS was configured at the factory.

NOTE: Configuration files are version specific. Do not use a configuration file from a
different version of firmware.

Start your FTP program and connect to the UWS using the IP address of 192.168.0.251.

Use “admin” as the user ID and “password” as the password to open the FTP connection
to the UWS.

Delete the existing configuration file in the UWS. Typically, “UWS Configuration
2.01.bin” for firmware 2.01.

Copy your back up configuration file to the UWS. The file name must match the name
you just deleted in the above step.
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13. Copy any custom WEB pages you may have created to the UWS.
14. End your FTP session.
15. Cycle the power to the UWS.

16. Your UWS should now be back to the same configuration as when you created your
back up configuration file.

Q. How can | read my UWS network and security settings?
A. The UWS network and security settings may be displayed by performing the following steps:

1. Turn off the power to the UWS.
2. Connect up a computer to either Port A or B using a null-modem cable.

3. Load Hyperterminal or other terminal program and set the communications settings to
9600 baud, 8 data bits, 1 stop bit and no parity.

4. Turn on the power to the UWS and enter “display settings” without the quotes and
followed by the enter key. You must enter this within the first 10 seconds the UWS has
been powered up.

5. If successful, a message showing the networks and security settings will be displayed.
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Network Connectivity Map

Network
Connectivity Map

Wireless
Desk Top, Desk Top, AGM
Laptop, Laptop, Universal
Handheld/PDA Handheld/PDA WEB
PC Station(s)

. Long Range |

i

Desk Top, /A
Laptop,
/?

Desk Top,
tapiop, . HUB/Gateway 44 Llit:; rFrz‘;;tgoe
et Wired/Wireless Wireless

 (LAN/WAN Intranet)

Handheld/PDA \
Ethernet Router/

AGM
Universal
WEB
Station(s) ADSL
Internet
Connection

|

Internet
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Appendix C

Setting your computer to access the UWS via Ethernet

If you are having difficulty connecting to the UWS, it may be possible the network settings on your
computer are incorrect for the default address of the UWS. To get around this problem or to
access a UWS when you can’t put a UWS on an existing network follow the steps outlined below:

1. If your computer is currently connected to a network temporarily disconnect it from the
network and connect to the UWS using a crossover cable. You may skip this step if you
know the changes made in this procedure will not effect the operation of your existing

network.

2. Go to the Windows Control Panel and select “Network and Internet Connections” then
select “Network Connections”.

Click here
Pick a category
- y
g Agpearanoe arul Themes Prinlers s Othser Hardware
- -."
-4 -
"“" Fetwork and Intemet Cormections '. :" User Accounts
&
% . Date, T Language, and egonasl
Al vr Reterve Programs ' rravr by S, ok
. ('df Sounds, Sprech, snd fsdio Devies Arressitslity (ptions
N
£
‘ Performance snd Maintenande
Fe Bk Vew Favokes  Took  Heo
Qus- © # Poses v T X XD D
setck et [T etwork and Intermet Connections:
San e Bl | & tetmork s internet Connections
A My Nstweork Flaces
AR Pick a task...
& Formote Deskton g
R Fherm s Modemn Otions 2
Tenubdeshoatres &) "
| Metrmrbrng [] Change Windows Fircwal
() Irbemet Bxplorer
|8 tetrmork. Cragnontics
Then here or pick a Control Panel icon

o Setwark Conrsetim

. Wireless Aetwnrk Selup Wisard
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3. Rightclick on “Local Area Connection” located under “LAN or High Speed Internet” group

heading and select “Properties”. If your computer has never been set up for LAN then

select “Create a new connection” located under “Network Tasks” and follow the prompts to
create the initial connection.

" Naotwark Cannections EERE
Fle ESt Vew Favokes Tooks  Advenced  Heb &

F Pwen e - X X HE DRI

< B
Fiwen Typo St —
| Dialup
e s

Direct
Lo Dwrect Disconnwcted, Frewsled Communic]
LAM or Hagh Speed Toleenel
nght C“Ck Au\ocal Arna Connection LAN or Mgh-Speed ke, Connncted, Frovwaled InbedifEy Py

4. Onthe “General” tab look for “Internet Protocol (TCP/IP) entry in the list box under “This
connection uses the following items”. You will generally need to scroll down on the list box

to find this entry. When found select “Internet Protocol (TCP/IP) and then click on the
“Properties” button.

- Local Area Connection Properties

Genersl !Aulhent\cation | Advanced |

Connect using:

| ES IntellR) PROA000MT Netwark Can |

This connection uses the following items:

Select \ 3B 005 Packet Scheduler Al
= Metwork Monitor Driver ‘

|

< J

B 3= Intemet Protocol [TCPAP)

il

[7 Install... ] [ Uninstall ] [ Frupiarlle;"‘]'_—/ Then CIICk here

D escription

Allows your computer bo access resources on a Microsoft
networl

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity
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5.

10.

/8

You will now see the “Internet Protocol (TCP/IP) Properties” box. Write down the all the
current settings. You will need to restore these settings before you will regain connections
to your existing network.

| Internet Protocol (TCP/IP) Properties

General |

Y'ou can get |P settings assigned automatically if vour network, supports
thiz capability. Othemwize, you heed to agk yaur network, administrator for
the appropriate [P settings.

{3 Obtain an IP address autaratically
{# Use the follawing IP address:

IF address: [192 188 0 . 23 | I
Subnet mask: | 285 285 255 . O |
Default gateway: (132 168, 0 1 |

] %) Use the follawing DMS server addresses:
Preferred DNS server: [192.168. 0 .2

Alternate DMS zerver

! |

[ OF. H Canicel ] |

Click on the “Use the following IP address.
Specify for “IP Address”:
192.168.0.1

If using an existing network, check to see if this address is in use. If in use, you may
substitute any IP address in the 192.168.0.xxx block except for 192.168.0.251.

For “Subnet mask” enter:
255.255.255.0

For “Default gateway” enter:
192.168.0.1

You do not need to set any of the “DNS” settings. DNS is not used when communicating
with a UWS.
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11.

12.
13.

14.

15.

16.

NOTE:

Click the “OK” button to save the changes and close the “Internet Protocol (TCP/IP)
Properties”.

Click the “OK” button again to close “Local Area Networking Properties”.

Try to connect to the UWS. If successful, go to the Administration page and then the
Network Settings page.

If not successful, then check your connections and try again.

When you reach the Network Setting page, enter new IP and Netmask settings that will be
compatible with your network. You may also make any other required changes to the
UWS configuration.

When done making changes to the UWS, return to the “Internet Protocol (TCP/IP)
Properties” and restore the “IP address”, “Subnet mask” and “Default gateway” setting on
your computer.

Disconnect the UWS and reconnect your computer to your network.

Setting the UWS to an IP address that is available on your network will make future
configuration changes easier to implement even if the UWS will not be permanently
connected to your network.

If your computer is not connected to a local area network, you may leave your computer
set to the network settings described in this procedure.
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Setting your computer to access the UWS via PPP

In addition to the Ethernet connection, some firmware versions of the UWS have the ability to
connect via a PPP serial connection. You may use this connection if your computer does not have
an Ethernet port; you do not want the UWS on your network; or if the UWS is connected to a

modem at a remote location.

To set up your computer to access a UWS using your computers serial communications port or first
you must open the Network Connections screen.

1. Go to the Windows Control Panel and select “Network and Internet Connections” then
select “Network Connections”.

Click here
@ Prinlrrs aeul Otlser Hordware
v
" Hetwork and Intermet Connections ’ '," User Accousits
o g:: Sorteiraned .
? Aakd or Hermree Prograns ' g;:;:‘""r-lmw. o Regonad
- (-J Sounds, Speech, and Asdio Devwres Arrewsitsity Dntions
N
it
G Performance snd Mantenance
Fle Bt vew Favotes Took  Hel
Qut+ ©Q @ Pows i - X/ XD D #
sk | Mstwork and Interrest Connections:
ser Also
& My etk Flaces
! .
& Ao
S Remote Deston
R Fherm s Modemn Otions
[55] St us & wirebeus et wark For o Bome or small oflics
[3] Change Windows Firewall scttings
Then here or pick a Control Panel icon

& Setwark Conrseti

. Wireless Aetwnrk Selup Wisard
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2. Create a new connection by selecting “File” then “New Connection” from the menu or click
on the Create a New “Create a new connection” located under “Network Tasks”.

" Notwark Cannectians D Ex
Fe ES Vew Favokes Todk  Advened 1B f.'

Jom-© & pooipem @ X XDEH A#F

adidrers | W) Netwark Cornactions v B

B 1A% o High Speed Tnternet

L. Local Area Connestion LAM or Migh-Speed Intre.,  Connncted, Frowaled InbedifEy Py

3. Follow the prompts on the New Connection Wizard. Click on the “Next” button to advance
to the next screen.

New Connection Wizard

Welcome to the New Connection
Wizard
This wizand helps you

= Convect to the Intermet.

* Corviect to a pivate netwok, such 3¢ your waikpiace
neivork

Tocontiue, click Next

4.  On the Network Connection Type select the type of connection you will be creating. For
the UWS you select “Connect to the Network at my workplace” and for a direct connection
select “Set up an advanced connection”.

The following steps are for setting up a connection that will dial into a remote UWS. If
setting up a direct connection that will connect your computer directly to the UWS then
skip to the Direct Connection Section.

Metwork Connection Type
Hhetdepmnntie et Select to connect to a
() Connect to the Internet M/ UWS at a remOte
Connect to the Intemet 50 you can brow; hd 1ead email |Ocat|0ﬂ
ol To the network at my workplace

Cannect to a business network [using dial-up or VPN] ¢0 pou can work fiom home,
afield office, or ancther location,

) Set, an advanced connection
Cort St ity T S STy sl ccitiad gt | Select to connect to a
get up this computer 30 that ather computers can cannect ta it [
local UWS connected to
your computer

[ <Back ][ MNew> | [ Cancel ]
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Dial Up Connection

1. Select Dial-up connection.

New Connection Wizard
Network Connection
Hows do you want to connect to the network at your workplace?

Create the following connection:

(%) Dial-up connection
Cannect using a modem and a regular phone line or an Integrated Services Digital
Metwark (ISON) phone line.

( Virtual Private Network connection
Connect ta the network using a vitual private network (VPN] connection over the
Internet,

2. If your computer has more than one device that can be used for a PPP connection the
wizard will display the following screen. You will need to select the device you will be using
to connect to the UWS from this screen.

New Connection Wizard A
Select a Device

This iz the device that will be used to make the connection

‘You have more than one dial-up device on pour computer,

Select the devices to use in this connection;

j 42 Madem - Conexant DB50 S6K V. 9% DFve Moderm [COM3)
|1 58 Modem - Courier  E verything EXT P [V80-42) [COMT)
iD @ Modem - MultiTech Systems COMA Wireless Modem [COM1)

3. On the Connection Name screen enter a name for the connection. The name entered will
appear on the Network Connections screen to identify the connection.

New Connection Wizard
|
Connection Name
Specify a name faor thiz connection to your workplace.

Tupe & niame for this connection in the following box

Campany Name

WS At Remote Site |

For example, you could bupe the name of your workplace or the name of a server you
will connect to.

4. Enter the phone number of the remote UWS.
Phn\’v‘\feh:‘\‘s"tl::'p:\gngi:l:mber you will use to make this connection?

Tupe the phone number below,

Phane number:
8551212 |
You might reed ta include a1 o the area code, or bath. [f you are not sure

you need the extia humbers, dial the phone Aumber on yolr telephone. [f you
hear a madem sound, the number dialed is conect,
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5. Click on the “Next” then the “Finish” buttons to complete the Wizard.

Connection Availabiity

Completing the New Connection
Yeus i makin the rew eonrechon avalabie o any se o only o yeursel

Wizard

‘ou have succeriuly compleied the sieps needed i
e the folowarg connechon

LWS A1 Hemale Site
[T T TR p—

The conrecton vill be taved in the Hetwork.
Cornection fokde.

] ke o shortiet b this conrmction 1 my deskiog

To craste the connection and clase than waeand ol Frah

[Cebak J[teaz ] [ corcd ] [Cebsh J[ Frwh ] [ Corce

6. Once the Wizard has completed or when you connect from an existing connection on the
Network Connections screen the following connect screen will be displayed. Enter the User
Name and Password. The default User name for the UWS is “Admin” and the default
password for the UWS is “password”.  Click on the “Dial” button to connect to the remote
UWS. If you need to make any changes to the settings click on the “Properties” button. See
your Microsoft Windows help for more information on dial up connections.

} Connect UWS At Remote Site E‘@

[¥]i5ave this uzer name and password for the follawing users:

@) Me only
() Anwane wha uses this computer

Disk [sE5212 |

Did ][ Cancel | [ Propeties | [ Help

7. Once you click on the “Dial” button your computer will dial up the remote UWS and connect.
If a successful the connection box will disappear. If any problems occurred the connection
box will remain indicating a failed connection and the problem encountered.

8. If a successful connection is made then you made you can then use your Web browser to
access the UWS. You may also use a FTP connection to back up the configuration files or
to upload custom web pages.
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Direct Connection

5.  Select Connect directly to another computer.
New Cunﬁecliun Wizard
o R

Select the connection type you wartt

) Accept incoming connections
Allow other computers to connect to this computer through the Intemet, a phone
line, or a direct cable connection.

{3) Connect directly to another computer
Connect to another computer using your serial, parallel, of infrared port,

6. On the Connection Name screen enter a name for the connection. The name entered will
appear on the Network Connections screen to identify the connection.

New Connection Wizard
|
Connection Name
Specify a name faor thiz connection to your workplace.

Tupe & niame for this connection in the following box

Campany Name

[UWS At Remote ite 1
For example, you cauld lype the name of yaur workplace or the name of a server you
will connsct to,

7.  Select the device you will use to connect to the UWS. Typically this will be
“Communications cable between computers”.

New Connection Wizard

Select a Device
This is the device that will be used to make the conhection.

Select a device:

Il Cornmunications cable batween lwo computers [COM2]

8. Click on the “Next” then the “Finish” buttons to complete the Wizard.

Connection Availabdity
“ena e ks et s comrechion arviskabie 4o arp uses o ok Yo yeassed

Completing the New Connection
Wizard

“ou by sucoestiuly compleied the fieps necded i
ernate the Iolowng connachon:

LWS A1 Hemale Site

[T T TR p—

The connacton vill be taved in the Hebwark
Cornection fokde.

[ shunticn e s corrmmcsion 1o ey deskiog

To craste the connection and clase than waeand ol Frah

[Ccpuh [ Henz ] [ Cacd ] [Cchach [ frmh ] [ Coreel
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9.  Once the Wizard has completed or when you connect from an existing connection on the
Network Connections screen the following connect screen will be displayed. Enter the
User Name and Password. The default User name for the UWS is “Admin” and the
default password for the UWS is “password”.

When making a direct connection there is a setting that must be modified before a
connection can be made. Click on the “Properties” button.

Connect PPP

Username; | Admin |

Passwork | /7o change the saved pasoword. ok feie] |

Save this user name and password for the following users:

/ Click here
O Me only

() Anone who Lses this computer

10. On the “General” tab click on the “Configure” button.

# Local UWS Properties EIEI ]

[ General | Optians | Gecurty | Networking | Advanced CI k h

Select & device:
I ”j

Shaw icon in natification area when connected

11. Set“Maximum speed (bps)” to the same baud rate configured in the UWS for the
connected port. The default is 9600. Uncheck “Enable hardware flow control”.

Modem Configuration

Cammunications cabls between two computers [COM2] Set to 9600 Or baud I‘ate
e spesa ] | configured in UWS

tdodem pratacal
Hardware features
[[] Enable hardware flow control

1P [|Enable modem enor cortrol

Uncheck all I e e o

[] Ghow terminal window

[[] Enable madem speaker
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12. Click on the “Connect” button to connect to the UWS. If a successful the connection box
will disappear. If any problems occurred the connection box will remain indicating a failed

connection and the problem encountered.

Connect PPP

Username:  |[Admin

Passward 7o change the saved passward cick ere)

[¥] Save this user name and passward for the following users:

O Me only
() &nyane wha uses this computer

[ Comnect ] [ Cancel | [Fiopeties | [ Heb |

9. If a successful connection is made then you made you can then use your Web browser to
access the UWS. You may also use a FTP connection to back up the configuration files or

to upload custom web pages.

Finding IP Address, PPP Connection Only

The default IP address for a PPP connection using Port A of the UWS is 192.168.250.1 and the
default IP address for a PPP connection using Port B is 192.168.251.1. Unlike Ethernet
connections, Microsoft Windows XP provides a way to discover the IP address of the UWS.

1. Go to the Network Connections then open the PPP connection for the UWS. If you have
enabled the icon in the System Tray of your computer you may also double click on the icon
this will bring up the status box for the connection. Through the status box you may
disconnect from the UWS or discover the IP address of the UWS.

= PPP Status

| General etails,
Click on the Details tab
to discover the IP
address of the UWS

Activig |

Bytes: 5,176 263

i i Compression: 0z %
Click here to dlsconnect\ g : :

Enors:

86 AGM Universal WEB Station User Manual



Appendix D

2. Click on the “Details” tab. The “Server IP address” is the IP address of the UWS. Use this
address to access the UWS with your Web browser.

# PPP Status

| General% Dietails |

Froperty

Device Mame
Device Type

Server lype
Tranzports
Authentication
Comprezsion

PFP raultilink, framing
Server [P address
Client IP address

W alue

Comnunications cable betwesn tw...

modem
FFPF
TCRAP
FaF
[hione]
o]

192.168.250.1

192 7R8.Z50.2

‘// il

Cloze

s IP address of the UWS
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Backing Up or Cloning the UWS Settings

After configuring your UWS we recommend you back up your settings. You may also use this
procedure to clone the settings in a UWS. Cloning involves making a back up copy of a UWS
settings and restoring the settings files to a different UWS.

To back up your UWS Settings:
1. Connect your UWS to the Ethernet.

2. Use your FTP program to connect to the UWS. You may use either the FTP.exe program
that comes with various versions of Windows or a third party program.

3. Enter the user name and password as required. Default user name “Admin”, password is
“password”.

4. Copy the following files to your computer:
a. UWS Configl x.xx.bin
b. UWS Config2 x.xx.bin

NOTE: The files listed above are for the general purpose UWS application specific
versions of the UWS will have a different file name. Some versions of the
UWS may have only one file.

5. Close your FTP connection.
To restore or clone UWS Settings:
A. Connect your UWS to the Ethernet.

B. Use your FTP program to connect to the UWS. You may use either the FTP.exe program that
comes with various versions of Windows or a third party program.

C. Enter the user name and password as required. Default user name “Admin”, password is
“password”.

D. Copy the following 2 files from your computer to the UWS:
a. UWS Configl x.xx.bin
b. UWS Config2 x.xx.bin

6. Close your FTP connection.
7. Cycle the power on your UWS.

8. If cloning a UWS, go to the Network Settings page and enter a new and unique IP address.
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NOTE 1: When restoring the configuration you must spell the configuration files exactly as
stated above. Any misspelling will cause the UWS not to recognize the new
configuration file.

NOTE 2: The UWS configuration is version specific. You can not mix configuration files
between firmware versions of a UWS. “UWS Configl 2.02.bin” and “UWS Config2
2.02.bin” are for firmware versions 2.02.

Application specific firmware versions may have different configuration file names.
For some versions such as the Data-Command versions there is only one
configuration file.

NOTE 3: The configuration files contain all settings used by the UWS including network
settings. If you are cloning a UWS the clone will have the exact same IP address as
the original. After copying the files you will need to set the IP address of each UWS
to a unigue number before you may use them on the same network.
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Using a ASCII Printer

The UWS has the ability to print out values received from one of the other protocols to a serial
ASCII printer.

To use this feature you will need to set up your PLC to provide at least one trigger variable in
addition to any data to print. This trigger variable will initiate the printout when set to a value other
than 0. When the UWS detects that the trigger variable, the UWS will print out all selected data and
the trigger variable will be cleared to 0.

The format for printout will be:

1.

2
3
4.
5

Adjustable date and time stamp. The date and time printed, is the date and time when the
selected variable was last updated. Normally this will match the current date and time in the
UWS, but may be different in some configurations where all variables are not updated
continuously.

. Adjustable identifying text.

. Value of selected register.

Adjustable units text.

. Carriage Return / Line Feed.

Samples:

9/8/2004 10:32:47 AM Level 123.4 Feet
9/8/2004 15:32:47 Level 523.4 Feet
9/8/2004 10:32 Pressure 123.4 #
10:32:47 AM Level 123.4 Feet

To set up your UWS for printing:

1.

90

Set up the UWS to communicate with your PLC. Don't forget you need to define a trigger
variable as well as the data variables. See the Setup or Software Configuration sections
for setting up the UWS to communicate with your PLC.

Go to the Administration menu and select “Set UWS Clock” to set or modify the format of
the date and time stamp. The format of the date and time is the same as used on the web
pages and is selected via the “Time Display Format” drop down list box.
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3. Click on the “Save” button to save any changes to the date, time or format and return to
the Administration menu. If no changes were required you click on the Administration link
at the bottom of the page.

4.  From the Administration menu select “Port Setup” to get the “UWS Port Setup” page.

5.  On the port that will be connected to your printer select “ASCII Printer” from the “Protocol”
drop down list.

6. Set the baud rate of your printer from the drop down list to the right of “Baud Rate”.

7. “Common Address” and “Update Interval” settings do not apply to the printers and may be
ignored.

8. Click on the “Save” button to save any changes and return to the Administration menu.

9. From the Administration menu select “Translation Setup” for the “UWS Translation Setup”
page.

10. If you have not previously done so, fill in the column for the port connected to the PLC.
See the Setup or Software Configuration sections for setting up the UWS to communicate
with your PLC. Select the PLC column as the Source. Below is a sample screen of a
UWS configured for ModBus on Port A and Printing on Port B.

\ UNIVERSAL VWEB STATION
Electronics, Inc.

{firrmrare version: 2.08)

UWS Translation Setup
Page 1
;.IIWS Port A Port B | Port4 | Port T
umber
| RTU ModBus (Master) | ASCI Printer || Mot Used | Not Used
1 [0001
[integer 16 bits) =] [Stant Printout 7]
cNU & Sourea
g, [40002
[Integer(1Bbits) =] [Printvalue =]
CNU & Source
3 |
[Integer (16 bits) =] [NoActon =]
S NU C Source

Sample Printer Translation Table Setup
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11.

12.

13.

14.

15.
16.

17.

18.

92

In the “ASCII” printer column you have a drop down list box used to select which register
will be the use to start printing and which registers will be printed. Go down this column
and select “Start Printout” on the register which will be used to start the printout. Select
“Print Value” on the registers that contain data to be printed. Select “No Action” for all
registers that will not be printed.

The above sample screen, ModBus register 40001 will start the printout and register
40002 contains the value to print.

Click on the “Save” button to save any changes and return to the Administration menu.

From the Administration menu select “Select Variables to Display” for the “UWS Variable
to Display Setup” page. This page has a dual function. It defines the variables used for
creating web page and it defines the identifying text, units, and decimal point.

Under the “Tag Name” column enter the identifying text to be displayed before the
register value.

Under the “Units” column enter the text that will be displayed after the register value.

Under the “Decimal Point Format” column, select the required format from the drop down
list. When the UWS is used with integer registers with an assumed decimal point the
UWS will adjust the printed value accordingly. For example if you select “0.0”, a integer
value of 1234 will be printed as 123.4.

Click on the “Save” button to save any changes. You have completed all required
settings for using the printer.

Connect the PLC and printer then test the UWS settings. If using a limited column
printer you may need to modify your date and time format, identifying text, or units so the
printout will fit on a single line.
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Data-Command Configuration

Under normal use the items covered in this appendix are set by Data-Command. The UWS
web page described in this appendix is included for diagnostics and for modifying the
settings should Data-Command have problems update the settings.

To display this web page enter http://192.168.0.251/UWSDataCommand.htm in the address bar of
your web browser. You will then be required to enter an ID and Password. The ID and password
is the same as the administration pages.

The Data-Command settings page is organized as a single page containing all settings normally
set via the Data-Command web site and the initial URLSs used to connect to the Data-Command
web site.

The top line contains the Data-Command Serial Number. This is the same serial number displayed
on the default page. It is provide for reference and can not be modified.

The second 3 lines specify the 3 URLSs used by Data-Command. They should only be changed if
instructed to by Data-Command. Unlike other settings on this page, these 3 URL’s can not be
modified by the Data-Command site.

Following the URL’s are 3 more lines specifying the Primary and Backup IP addresses and TCP
ports. Unlike the URL's these IP addresses and TCP Port number will be modified by the Data-
Command web site. The IP addresses and TCP Port numbers listed will take precedence over the
URL addresses specified above.

UNIVERSAL WEB STATION
Electronics, Inc.

Data-Command Application, DF1 {firmware version: 1.00)

Data-Command S#: 04-01-FF-00-00-90-C2-CD-D6-64

Data-Command Network Addresses

dls data-command.com
*dis1.data-command.com
dls2 data-comrmand.com

Primary Backup
IP TCP Port P TCP Port
0.0.0.0 10 0.0.0.0 0

1000 [0 | 1000 [

0.0.0.0 0 0.0.0.0 0
Data-Command Network Settings

NOTE: The asterisk “*” before and after a URL or IP text box indicates the last URL or IP
addresses used to make a connection to Data-Command. The UWS will try all IP
addresses and URL'’s until it gets a connection.
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The next section defines the timing settings used by the UWS for sending data to Data-Command.
Only the Check In Time and RBE Time is used by the UWS. Other possible timing settings are not
used by the UWS and are not displayed on this page.

The Check In Time specifies how often the UWS will send data to Data-Command regardless of
the 1/0O status.

RBE Time specifies the minimum time between data packets to Data-Command are to be sent
when a change is state has been detected.

Data-Command Configuration Settings

Check In Time: |60 Seconds

RBE Time: [15 Seconds

Data-Command Timing Settings

The next section is used for scaling the 16 analog I/0 values. Normally these scaling values are
set when defining tags within your Information Display on the Data-Command web site. If scaling is
not required then leave the Minimum values set to 0 and Maximum values set to 100.

Analog /O Scaling
# Raw Minimum EGU Minimum Raw Maximum EGU Maximum
1:|  [n.oooooo 0.000000 100.000000 100000000
2:|  |n.ooooog 0.000000 100.000000 100.000000
3:|  [noooooo 0.000000 100.000000 100000000
4:|  [nooooog |n.0oo000 100.000000 100000000
6:| [n.ooooog 0000000 100.000000 100.000000
6: [0.oooom 0000000 100000000 100000000
7:|  [n.oooooo |0.0o0000 100.000000 100.000000
8:| [n.ooooog 0000000 100000000 100000000
9:| [n.ooooog |o.0ooo00 100.000000 100.000000
10:|  [n.oooooo 0.000000 100.000000 100000000
11:|  [n.oooooo 0.000000 100.000000 100000000
12:|  |wooooog | 0.000000 | |100.000000 | 100.000000
13:|  [noooooo | [0.0o0o00 | 100.000000 | 100000000
14:|  [noooooo 0.000000 100.000000 100000000
15:|  |n.oooooo 0.000000 100.000000 100000000
16:|  |noooooo | 0.000000 | 100000000 | 100000000

Data-Command Scaling Settings
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Following the scaling is the RBE settings. When a Analog I/O register has it's Enabled box
checked and the Dead Band value is not 0, then a change of the analog I/O value equal to or
greater than the specified dead band will result in a data packet being sent to Data Command.

Analog RBE Settings
# Enabled Dead Band # Enabled Dead Band
Ll 0.000000 O 0.000000
|0.000000 |0.000000

|0.000000 0.000000

Lol e

|0.000000 0.000000

|0.000000 10: |0.000000
0.000000 12: |0.000000

|0.000000 14: |0.000000

i 1 . 1 e e O
T

[0.000000 16: 10.000000

Discrete RBE Settings

# Enabled # Enabled # Enabled # Enabled

2 3:

6: T
10: 11:
14: 15:
18: 19:
22: 23:
26: 27:
30: 31:

[ILock Data-Command Settings

|

12:
16:
20:
24:
28:
32:

13:
17:
21:
25:
29:

Oojc oooooo
oo oo oooo
oo oo oo oo
oo oooooo

Data-Command RBE Settings

Following the Analog RBE settings is the Discrete RBE Settings. Like the Analog RBE settings

these are normally defined along with the tags on the Information display in the Data-Command
web site. When a Discrete register has it's check box checked then a change of the discrete 1/0
value will result in a packet being sent to Data-Command.

NOTE 1: The Lock Data-Command Settings check box at the bottom of the page is used to
prevent Data-Command from modifying any settings. If checked then all settings can be
modified only from this page.

NOTE 2: You may save any changes by clicking on the “Save” button. Changes will be saved to
non-volatile memory however unless the “Lock Data-Command Settings” box has been
checked the Data-Command web site can overwrite any changes.

AGM Universal WEB Station User Manual 95



Appendix H

Appendix H

DF1 Register Syntax

The syntax used to define registers in the UWS translation tables is designed to match the common
syntax used to define registers within the Allen-Bradley PLCs. The number and types of available
registers will vary according to the model of PLC you are using.

The typical syntax of a DF1 register is:
1. First character defines the type of data. Available types are:
B Binary or bit registers.
F Floating point registers.
I Input registers.
N Integers register.
@) Output registers.
S Status registers.

2. Optional file number. Used by the UWS only for F and N types of registers. The default
file numbers are used for B, | and O register types. B=3;1=1;0=0; S=2;

3. Colon (0).

4. Register number. First register is 0. For all data types except F this register is a 16 bit
word register. For F types this is a 32 bit single precision floating point register.

5. Optional slash. Used only when a bit is specified.
6. Optional bit. First bit is 0.

NOTE 1: Data types | and O use octal to represent register numbers and bit numbers. All other
data types use decimal numbers. Octal is used to match the register syntax used by
RSLinx and other AB applications for these two data types.

NOTE 2: Leading zeros are added to the file, register and bit numbers by the UWS. When
entering the DF1 register you do not need to add these zeros. The examples below
show typical register entries both with and without leading zeros.
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Examples:

N7:0 Typically this is the first integer register in the PLC. The default file number for
integer data is 7 however other file numbers may be used. This example shows
the register without any leading zeros.

NOO7:000 Same register described above but with leading zeros.

N010:020 Register 20 of file 10.

F008:000 First floating point register

1:0017 Input register number 15. Unlike other registers | and O registers use octal
numbers.
0:0017/17 Bit 15 of output register 15.
S:001 Second status register.

S:001/15 Bit 15 of second status register.
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ModBus Register Syntax

The syntax used to define registers in the UWS translation tables is designed to match the common
syntax used to define registers within PLCs using ModBus.

The typical syntax of a ModBus register is:
1. First character defines the type of register. Available types are:
0 Coll status or discrete output. Always single bit.
1 Discrete input. Read only register. Always single bit.
3 16 bit integer input register. Read only register.
4 16 bit integer output register.
2. Register number. Register numbers start with 1.

NOTE: Leading zeros are added to the file, register and bit numbers by the UWS. When
entering the ModBus register you do not need to add these zeros. The examples below
show typical register entries both with and without leading zeros.

Examples:
00001 Status of first coil or discrete output.
00010 Status of coil or discrete output number 10.
10001 First discrete input.
10010 Discrete input number 10.
30001 First input register.
30010 Input register number 10.
40001 First holding register.
40010 Holding register 10.
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Special Purpose Registers

The UWS has three special purpose register names used to provide information or control
optimization of data transfers. These special register names replace the normal protocol register
names in the translation tables. To function properly they must be the last register defined in the
Translation tables.

OPT Register

The Optimize (OPT) register is used to optimize data transfers when the UWS is the master. When
working as a master device the UWS will first read remote registers then write the new values
regardless of their value. When the OPT register is included the UWS will only write when either
the value has changed or there was a communications error either on the source or destination
communications port. This optimization has the effect of eliminating redundant register writes and
therefore speeding up response times.

The following screen capture shows the OPT register name used on Ports A, B and the RS485
port. The OPT register must be also be selected as the source.

128 OFT
- Integer (16 bits) | Integer (16 bits) b
~ © Source : )
| ONU ® Sourcs O© Source
129 OPT
= Integer (16 bits) ¥ Integer (16 bits) b
G Saurce
ONU O Source @ Source
[ 140 |
OPT
®ooie Integer (16 bits) ~ Integer (16 bits) ~
o ® =
ONU O Source O Source

Sample Translation 'Table Showing OPT Option.

STAT Register
The Status (STAT) register is used to count up the communications errors on a communications
port using one of the master protocols. .

The sample screen capture shows the STAT command being used on communications Port A and
providing the results in a Modbus register on communications Port B.

| 159 40001
i I 16 b | 16 b
nteger its b nteger its M
- @ Source oer ) ger )
CNU

O Source O Saurce

Sample Translation Table Showing:STAT Option.

OK or CHECK Registers
The OK and CHECK registers are used to provide a 1 or 0 indications of any communications
errors on a communications port using one of the master protocols.

The sample screen capture shows the CHECK command being used on communications Port A
and providing the results in a Modbus register on communications Port B.
' oo |
Integer (16 hits) v | [Integer (15 bits) v
O Source I O Source

160 |cHECK

ONU @ Sourcs

Sample Translation Table Showing CHECK Option.
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Pass Through Mode

The UWS has the ability to pass through all communications transparently from one serial
communications port to another. This allows the UWS to be installed between two existing devices
or to act as a RS232 to RS485 converter in addition to the normal protocol translation functions.

RS232 RS232

PLC#1 > Uws » PLC#2

RS232 Pass Through
RS485
PLC#1 |« » UWS PLC #2 PLC #n
RS232
RS232 to RS485 Pass Through
RS485
v l \ 4
PLCHL |22 Uws |24 picwm PLC #3 PLC #n

Pass Through RS232 and RS485

To enable this feature go to the UWS Port Setup page and check the “Pass Through Mode” check
box for both or all serial communications ports which will pass through communications data. For
example if passing information between both RS232 serial communications ports the “Pass
Through Mode” must be checked for both Port A and Port B. If passing through communications
between the RS232 Port A and RS485 port then both the “Pass Through Mode” for Port A and Port
4 must be checked. If passing information through all three then all three “Pass Through Mode”
boxes must be checked.

NOTE 1: Pass Through Mode is only available for the “Unused” or slave protocols.

NOTE 2: Pass Through Mode does not apply to Ethernet connections.

[OF1 Half Duplex CAC (Slave) €—— Slave or “Unused”
Protocol \WARNING. Changing protocal may reset Translation tables for Part
by . Lsand o ¥ protocol only.

Baud Rate: 9600 v |

Bit Format: 8, Nane, 1 Stop <
' Ha'if-'Dupi'ex'R'-I"S on Time: 1 Ml Seconds. Enter-1 4o disable.

* HafDuplex RTS OF Time: |1 Milliseconds.
' Common Address: 2 I
Update Interval [0.0 "Seconds.
7 = pﬁ — — Check to enable
;. aommunicatons Fall interva I | econds pass thl’Ough,
Turbo KMode: | O

FPass Through Mode: Fe Frotacols Only.

Pass Through Mode Enabled
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